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1 Overview 

1.1 About this document: intended audience 
This document is intended for system developers or IT staff of postal organizations and their subsidiaries who are 

building Web Service client applications to connect their national system to the Electronic Advance PosTransfer (EAP) 

Get API, which is an independent component of the UPU Interconnection Platform (UPU-IP). 

 

1.2 Terminology and acronyms 
 

Term - acronym Description 

Business partner Refers to organizations, Designated Operators (DOs), or third-party commercial entities 
that connect or use UPU-IP to exchange payment and payment-related messages with 
other business partners. A business partner is designed as sending or receiving partner 
for various EAPs. 

EAP Electronic Advance PosTransfer, information regarding potential postal payment, 
which has been captured thanks to the PosTransfer app and which will become a real 
postal payment when customer come to the post office with cash and identity 
document. 
UPU-IP EAP component is the central repository to hold EAPs data in independent 
database (not related to UPU-IP). 

Postal payment A wide range of payment services and instructions, used instead of "money order" 

PosTransfer UPU trademark for postal payment and name of the mobile application presenting the 
brand and allowing customers to prepare international cash transfers from home.  

UPU-IP UPU Interconnection Platform, central system storing postal payment and exposing 
APIs to operate on postal payments. 

WS Web Service 

 

1.3 Introduction 
The UPU-IP EAP is the central repository for the Electronic Advance PosTransfers (EAP), draft as captured by customer 

in the PosTransfer app. The UPU-IP EAP is an independent component of the UPU-IP. 

Business partner can publish the PosTransfer app to provide their customers with the ability to prepare international 

cash transfers from home. At the end of the data capture process, end-customers will obtain a temporary number. This 

is a reference to a pre-filled PosTransfer stored in the central repository UPU-IP EAP. 

At the time, customers are ready to issue international cash postal payment and come to the post office, this temporary 

number will be necessary at the counter for the postal staff to retrieve the data already stored into UPU-IP EAP. The 

system used by postal staff may be business partner’s national system or future versions of IFS Cloud system connecting 

to the EAP Get API. 
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2 EAP Get API Web Service 
 

The UPU-IP EAP has a Web Service Interface, which is exposed to business partners. Using the exposed Web Service 

(WS), business partners are able to build their own web client applications to retrieve the prefilled EAP data, which was 

captured by their customer thanks to the PosTransfer app. 

Business partners integrating with the EAP Get API can retrieve all the PosTransfer EAP data based on the PosTransfer 

code, including pictures of identity documents. They can speed up PosTransfer emission time at the counter (no paper 

form filling, no identity documents’ scanning) and improve compliance of recorded data as it has already be pre-

validated against bilateral agreement in the PosTransfer app. 

 

2.1 Security - Transport Level Security 
 

Transport Level Security (TLS) is an evolved version of Secure Socket Layer (SSL). Using x.509 certificate, TLS ensures 

end-to-end security of data sent between applications, avoiding possible eavesdropping or alteration of the content 

being transported. 

Web service requests and responses to and from EAP Get API are authenticated with x.509 certificates and encrypted. 

 

2.2 Connecting to the EAP Get API with certificate in Microsoft Windows 
Certificate Stores 

 

2.2.1 Create client certificate request and obtain client certificate  
 

Before access to the Web Service Interface is granted, business partners must first generate a Certificate Signing 

Request (CSR) on the machine hosting the WS client. The CSR must be sent to the UPU for it to be signed then returned 

to business partners. In addition to the signed certificate, the PTC root Certificate Authority (CA) and sub-CA certificates 

provided by the PTC must be installed to ensure the chain of trust with the PTC root CA. Once the certificates are 

installed, business partners can access the EAP Get API. 

Refer to the PTC Enroll Client tool and its documentation to perform the following tasks: create the certificate request 

and submit it to the PTC, install CA and sub-CA certificates, retrieve signed certificate for the machine and install it, and 

test the SSL connection. 

To get a copy of the PTC Enroll Client tool, you can enter your service request at https://support.upu.int  

2.2.2 Verify the certificates installation from Windows server 
 

https://www.upu.int/en/Postal-Solutions/Technical-Solutions/Products/PTC-Enrollment
https://support.upu.int/
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1. Open the Microsoft Management Console (MMC) by clicking Start then typing mmc in the Search field. The 
MMC window opens. 

2. Add Snap-in to manage Certificates for Computer account: 

 

 
 

3. Open the signed certificate you have installed and check the Certification Path tab. If all certificates are 
installed properly, your window will show the correct installation paths, as in the example below. 
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4. You can also verify whether the certificate you have installed has a private key. Open the certificate then click 
the General tab. 

 

 

2.2.3 How a certificate is validated 
 

Each time a business partner's WS client application makes a call to the EAP Get API, the certificate is validated against 

the UPU-IP's PTC root CA for authenticity and trustworthiness. 
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2.3 Connecting to the EAP Get API with Java key store or manual certificate 
request 

2.3.1 Create manual client certificate request and obtain client certificate  
 

PTC's Enroll Client tool is based on the Windows solution and may not be compatible with non-Windows based servers 

or integration based on Java Key Stores. In such situation, the partner may have to generate a standard client certificate 

and submit a service request to the UPU via our ticketing system to get a certificate. 

This document describes the process and the requirements to generate and retrieve a valid request for a client 

certificate connecting to EAP Get API. 

Requesting a client certificate from a non-Windows-based OS 
Follow the procedure below to obtain a client certificate to connect to the UPU-IP API from a non-Windows-based 
operating system: 

1. Collect the certificate files for the PTC Certificate Authority and PTC Enrollment subordinate certificate 
authority, which may have to be installed on the non-Windows server. 
 

Certificate Platform URL 

PTC Certificate Authority Production n/a yet, provided as attachment for the moment 

PTC Certificate Authority Pre-production n/a yet, provided as attachment for the moment 

PTC Enrollment Sub CA Production n/a yet, provided as attachment for the moment 

PTC Enrollment Sub CA Pre-production n/a yet, provided as attachment for the moment 

 
2. Generate a standard PKCS #10 client certificate request that meets the following requirements: 

Request property Expectation 

Request format  PKCS #10 

Friendly name  The title given to a certificate 

CN -Common name attribute in 
Subject  

The public URL of the server, for example, yoursite.com 

SAN - Subject Alternative Name The domain names and IP addresses of the server requesting the certificate. This 
is an optional attribute. However, since the development of the security protocols 
requires SAN specifications, it is recommended to specify at least the public URL 
of the server as done in the common name attribute of the subject. E.g. DNS 
Name=yoursite.com 

E - Email attribute in Subject  The email address of the contact handling certificate request and renewal for this 
certificate 

L - Locality attribute in Subject  The locality in which the certificate to be generated will reside based on this 
certificate request 

S - State attribute in Subject The state or province in which the certificate to be generated will reside based on 
this certificate request 

C - Country attribute in Subject The two-letter code of the country where your organization is located 

O - Organization attribute in 
Subject 

The organization code for which the certificate will be produced, such as the 
Spanish organization code J1CESA. This information is essential since it can be 
used to confirm validate that the EAP Get API caller is authorized to retrieve data 
related to this organization 

OU - Organization Unit 
attribute in Subject 

Server 
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Request property Expectation 

Key usage Data encipherment 
Digital signature 
Key encipherment 

Extended Key Usage 
(application policies) 

Client Authentication 

Key size 2048 

Hash algorithm Sha256 

File export format of 
the certificate request 
file 

Base 64 file 

 

Alternative option to produce the client certificate with Java SDK and OpenSSL: 
Prerequisites 

 EAP-GET Package from UPU 
 Java JDK installed on the machine 
 OpenSSL  

 
Steps 
Prepare client certificate key and request 

 Copy EAP-Get Package on the server to be enrolled 
 Run the EAP-GetPackage\1_CreatePrivateKeyAndCertificateRequest.bat script 

It prompts for details to be included in the certificate request and openSSL executable path. 
It generates a file with “.key” extension (file with client certificate key) and “.csr” extension (file with client 
certificate request). 

Submit client certificate request to obtain client certificate 
PTC Enroll tool can be used to submit the csr file, but if the PTC Enroll tool cannot be installed on the server, follow these 
steps 

 Raise a service request: Log into UPU's ticketing system https://support.upu.int . 
 Go to the Service Catalog, click on Services for Postal Operations and, under the Postal Payment Services 

category, raise a new request for Post*Net Finance. Attach the client certificate request (.csr) file to the ticket 
and indicate whether the request is for a pre-production or production environment. 

 While handling the service request, PTC will use the PTC enroll tool on its servers to submit the request, 
approved it and provide the issued certificate as an attachment to the ticket. The provided file will be a .cer 
file Base 64 exported file (converted from the PTC Enroll tool to the Base 64 with full CA chain). 

https://support.upu.int/
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Convert the client certificate to a java key store 
 

 Copy the Base 64 client certificate into the EAP-Get Package folder 
 Run the EAP-GetPackage\4_CreateJavaKeyStore.bat script 
It prompts for details of the client certificate, Password to use during the java key store creation, openSSL and 
java Runtime executable paths. 
The script generate the java private key (p12 file) and the java key store which will contain the java private key, 
client certificate and full CA chain in one store file (.jks). 
It prompts several times for the password to protect the private key and java key store (always use the same 
value). 

The generated jks file can be used in Java application with the specified password. 
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2.4 Generating a Web Service proxy client 
To build your WS proxy client application, EAP Get API endpoints and documentation is available online at the following 

URLs, to be used with proper client certificate: 

Pre-production (for integration and test activities): http://eap.preprod.upu.org/eap.api/ 

Production : http://eap.ptc.post/EAP.API/ 

Contact the PTC Service Desk at https://support.upu.int  if you encounter difficulties connecting. 

 

2.5 Methods 
For a complete list of the methods that the Web Service Interface exposes, see the EAP Get API documentation at 

www.upu.int/api  

http://eap.preprod.upu.org/eap.api/
http://eap.ptc.post/EAP.API/
https://support.upu.int/
http://www.upu.int/api

