TENDER #RFP 2025-022

Dear Bidders,

We received a large number of questions, please note that due to the workload and the technical nature of some
questions, the responses provided may not be exhaustive. However, with the annexes shared, we trust that bidders will
have sufficient information to prepare their proposals.

To assist you in preparing your proposal for the maintenance and enhancement of the EMS website, we are pleased to
share Annex 1 — “EMS Website Functional Scope” and Annex 2 — “General-terms-and-conditions”. This document
provides a comprehensive overview of the website’s architecture, functionalities, and content management structure.

Please note that while this document was originally developed in 2020 based on Drupal 8, the website has since been
upgraded to Drupal 10. Bidders should take this into account when reviewing system architecture, module compatibility,
and proposed solutions.

Purpose of this Document
This annex will help you understand key aspects of the current website, including:

e User roles and permissions

Content types and navigation structure

Existing integrations, including tracking and authentication
Content management workflows and security considerations

Key Considerations for Your Proposal
While this document serves as a useful reference, bidders should:

e Ensure that all proposed solutions are fully compatible with Drupal 10.
e Review hosting, caching mechanisms, and security features based on current best practices.

Should any clarifications be needed, we encourage bidders to seek further details as necessary.

Thank you for your interest in this project. We look forward to your proposals.



QUESTIONS

ANSWERS

Requirements of IT (Web) Production Environments

There is a live production environment, and a separate environment

1 Number of production environments (live environments)? . . .
may exist for staging/testing.
5 Typical (average) number of non-production environments required per production A staging/testing environment is likely required, but bidders should
environment, e.g. dev, test, UAT etc propose an approach aligned with best practices.
Per month number of requests the production environments generate (http / https
3 requests) Exact figures are unavailable.
a. If you do not have requests, pageviews from Google Analytics also work
4 Per month bandwidth the environments generate (TB) Information not available.
5 Is a CDN required? A CDN is not explicitly mentioned in the funqthnal scope, but bidders
should assess and propose a solution to optimize performance.
6 Is a WAF required? Bidders should propose a security solution, including WAF, if deemed
necessary.
. . . . The website uses Drupal's built-in caching and Search API. Any
! What is the cache ratio at the CDN level (if applicable) additional CDN-level caching should be proposed by bidders.
Storage requirements (per site if possible) . . . . .
The website stores various content types, including reports, tracking
8 a. Database size in GB data, and media files, but no specific size limitations are mentioned.
. o Bidders should propose storage solutions based on estimated needs.
b. File storage size in GB
9 How much memory does your memcached / redis cache currently use? (if The website leverages Drupal's caching mechanisms, but there is no
applicable) Memcached or redis cache.
10 \C/:;):Jnl?sz;)’;] please specify the caching mechanisms used (e.g., Redis, Memcached, No specific caching mechanism, only the native Drupal cache is used
1 Guaranteed Uptime for production environments (99.9% or 99.95%)? 99.9% uptime is expected. If bidders propose higher availability, they

a. Are there selected projects which require 99.99% guaranteed uptime?

should justify the cost implications.
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QUESTIONS

ANSWERS

The website uses a Drupal Search APl implementation. If SOLR or

12 | Any non-standard integrations or tech requirements (e.g. SOLR, ElasticSearch) ElasticSearch is recommended, bidders should justify the need.
13 | Any special data privacy requirements (GDPR, ...) See attached General-terms-and-conditions.
14 | Any special data sovereignty requirements (own cluster) See attached General-terms-and-conditions.
15 Which layout mechanism is used on the website (e.g., Paragraphs, Paragraph The website uses the "Paragraphs" module for flexible content
Layout, Layout Builder)? management.
16 | What features are available within private areas of the website? Private areas |ncI.ude EMS member-specific content, tracking data,
reports, and restricted news updates.
Content management includes adding news, reports, and operator
17 | What are the main daily operations performed by contributors? details. The admin interface also supports broadcast and event
management.
18 | Is a publication workflow in place? Publication Workflovx{s are managed through user roles (e.g., EMS Unit
can create and modify content).
19 | What level of documentation is available for the existing application? Functional documentation can be provided during a handover
20 Documents such as reports are uploaded and processed via an FTP-
How are document updates currently managed? ) : .
based system integrated with the website.
21 | Could you please share your preferred security standards (e.g., ISO 27001, SOC 2) | Bidders should propose security frameworks that align with industry
for the project? standards.
22 | Could you please let us know what security measures are in place, such as SSL SSL is in place. Other security measures should be reviewed and
certificates, firewalls, or security modules? improved as necessary.
23 | Are there any performance or security concerns with the current Drupal setup, or Bidders should conduct an assessment and propose improvements if

any pain point for site?

needed.

Maintenance Services




QUESTIONS

ANSWERS

24

Project management services are mentioned in sections 4.1.1. Corrective
maintenance as well as 4.1.3 Evolutionary maintenance, while the pricing table from
3.6 includes a line item for "Management". Could you please clarify how should
project management services be quoted in the financial offer and/or explain what is
understood by "Management services"?

We have developed the 3.6 price structure to facilitate comparison
between bidders. You can choose to include the management fee in
the other services.

25

In chapter 4.1.1. Corrective Maintenance, it is stated that Corrective Maintenance
will be calculated at a fixed price. Could you please clarify whether Preventive
Maintenance should also be calculated at a fixed price, or if it should be based on a
predefined budget agreed upon by both parties, for the tasks as outlined in chapter
4.1.2. Preventive Maintenance?

It should be based on a predefined budget agreed upon by both parties,
for the tasks as outlined in chapter 4.1.2. Preventive Maintenance

26

In chapter 4.1.3. Evolutionary maintenance, it is mentioned that these services will
be provided upon request and within the framework of a predefined budget agreed
upon by both parties. To facilitate quoting these services, could you please provide
an indication of the estimated effort in man days, based on your previous
experience?

No information available.

27

Similarly, for continuous learning services, could you provide a range of effort
estimation based on your prior experience, such as the number and duration of
training sessions per year and per location (on-site vs remote)?

Training can be online.

28

In chapter 4.1.1. Corrective Maintenance, it is stated that the price is calculated
based on a percentage of the total development costs. Could you please clarify
whether the term "development costs" refers to evolutionary maintenance services
and explain the foreseen contractual flow for corrective maintenance services?

Left over from the previous tender, not relevant now as no development
is requested.

29

For the Technical Expertise criteria, should we provide detailed CVs for the
proposed staff, or is it sufficient to provide only summarized profiles?

Summarized profiles are sufficient

30

As mentioned in the RFP document, we need to provide a customer reference list
with descriptions of similar projects and reference letters or work completion
certificates. Is it acceptable if we only provide client details instead?

A list of clients and high level summary of the work is sufficient.

31

Could you kindly provide us with historical data on the volume of work involved in
supporting this website?

Difficult to estimate.

32

Could you share statistics regarding the maintenance history of the ems.post
website, including issue management data (e.g., number of open tickets, severity
levels, resolution times) for 2024 and 2023?

Information not available.




QUESTIONS ANSWERS
33 | Does UPU have an in-house ticketing system for managing issues and requests? No.
34 | Could you share website statistics, such as daily/monthly page views, traffic peaks, | Information not available.
average concurrent users, and average visit duration?
35 | Will the transition to future Drupal versions (beyond Drupal 10) be part of the project | If needed
scope?
36 | Does UPU have a preferred identity provider (e.g., Azure AD, Okta), or will it remain | There is no strict preference; the decision will be based on budget
Drupal CAS? constraints and technical feasibility. Bidders may propose solutions
such as Azure AD, Okta, or continuing with Drupal CAS
37 | Is there any flexibility in technology choices, or is Drupal mandatory for the No preference, budget constraint may be the key factor.
implementation?
38 | How many custom modules are present in your Drupal instance? 13 modules custom, 55 modules contribut installed
How many contributed modules are installed in your Drupal instance?
39 | Have there been any known performance issues with MariaDB? No
40 | Are there any specific coding standards or best practices followed? The site follows Drupal Coding Standards and PSR-4/PSR-12
conventions
Hosting services
41 | Could you kindly inform us of the current hosting arrangement for this website? The website is hosted on a platform managed by the current service
provider.
42 | Are there any restrictions regarding the cloud / hosting platform in terms of the See attached General-terms-and-conditions.
geographic data location? Preferred region for hosting?
43 | Are there any specific regional data residency requirements for hosting that we See attached General-terms-and-conditions.
should be aware of?
44 | On which platform is the EMS website solution currently operating? The website was originally built on Drupal 8 (as per the 2020 document

attached) but has since been upgraded to Drupal 10. All proposals
should be compatible with Drupal 10 and consider future upgradeability.




QUESTIONS ANSWERS

45 | Which service provider is currently responsible for the provision of maintenance Information not communicated.
(corrective, preventive and evolutionary) and hosting services for the EMS website?

46 | Are you satisfied with your current provider? If not, what specific challenges or We confirm that we are satisfied with the current provider and yes, he is
limitations have you faced? allowed to submit a proposal.
Is the current service provider allowed to submit a proposal as well?

47 | Transitioning from the existing provider to a new one typically requires additional Given the budgetary constraints, the related costs will have a
effort and may result in disadvantages compared to the current provider's offer. considerable impact.
How will this be considered in the decision-making and comparison process?

48 | Is UPU open to migrating the website to cloud services such as Azure? | believe that in the last tender cloud hosting was ruled out but don’t

know the current UPU rules.

49 | Could you provide an overview of the current maintenance workload, particularly for | Information not available.
corrective and evolutive maintenance?

50 | Could you kindly provide an estimate of the monthly volume of bug fixes or change Information not available.
requests?

51 | How is scaling currently managed in case of high traffic spikes? We don’t expect high traffic spikes

52 | Are legal entities within the providers group treated as subcontractors or not? See attached General terms and conditions.

53 | Do corporate groups also count as subcontractors? See attached General terms and conditions.

54 | 3.8 UPU General Terms and Conditions Bidders shall include in their tender a General Terms and Conditions are now available online on UPU tender
statement of acceptance of the UPU General Terms and Conditions for the page: https://www.upu.int/fr/union-postale-universelle/achats.
Provision of Services, attached hereto for reference. Where can we find the Terms
and Conditions?

55 | Are there any further documents? Annex 1 and Annex 2 are now available on UPU tender page:

https://www.upu.int/fr/lunion-postale-universelle/achats.

56 | Could you kindly share if there are any performance monitoring tools currently in No
use?

57 | How is the current backup strategy for the database and codebase managed? Bidders are encouraged to propose a robust backup strategy in line

with best practices.




QUESTIONS

ANSWERS

58 | Could you kindly provide an overview of the major modules in the current Search API, Paragraphs, Webform, CAS (authentication), Pathauto,
application? Google Analytics, and Metatag handling core functionalities.
59 | What are the standard business hours for support, and is 24/7 support required? 5/7 business hours for support.
Could you confirm whether a 24/7 managed hosting service is required? We confirm 24/7 managed hosting service.
Service Level Agreement, technical questions
60 | How does UPU classify bugs in terms of severity, and what are the expected SLAs Critical: Immediate resolution required (e.g., website down, security
for each classification? breaches).
Major: High-priority issues affecting key functionality.
Minor: Non-urgent functional issues.
Cosmetic: Ul-related improvements.
Bidders should propose response and resolution times for each
classification.
61 | Does UPU have specific Recovery Time Objective (RTO) and Recovery Point It is up to the bidders to propose RTO.
Objective (RPO) requirements?
62 | Who would be responsible for disaster recovery planning and testing - UPU or the It is up to the bidders to suggest a recovery strategy.
vendor?
63 | Will there be any new authentication methods introduced, such as MFA, OAuth2, or | The site already uses CAS SSO for authentication and no additional
SAML? authentication methods are planned
64 | Could you kindly share any available documentation related to integrating the There is no tracking module or Customs Declaration System integration
tracking module and Customs Declaration System? on this Drupal site - only standard analytics tracking is implemented via
Google Analytics and Google Tag modules.
65 | Will APl access be provided for tracking module and Customs Declaration System N/A
integrations, or is it limited to iframe embedding?
66 | Are there any upcoming plans for integrating third-party services or APIs? No
67 | Could you kindly let us know if the current application has any third-party CAS SSO

integrations (e.g., plugins or APIs)?




QUESTIONS ANSWERS
68 | How are critical issues currently escalated and managed within UPU’s Direct contact between the provider and the EMS team.
environment?
69 | As mentioned in the TOR, we should provide UPU staff with both on-site and The importance here is the remote training on website management,
remote training. Could you clarify the required frequency for on-site visits? on-site visit can be at the beginning of the contract.
70 | Will the training sessions cover only website management, or will infrastructure Only website management
training also be included?
71 | Could you kindly clarify the expected handover deliverables, such as Existing functional documentation, source code and credentials.
documentation, source code, and credentials? No handover workshops are expected.
72 | Will the vendor need to assist with knowledge transfer at the end of the contract? Yes, given the technical knowledge required for this project, knowledge
transfer is important.
73 | As mentioned in the TOR document, the current PHP version is quite old. Would You can propose an upgrade, please clearly indicate the related costs
UPU like us to plan for an upgrade? in your offer.
Tender specific - current practices, budget
74 | What are the main reasons for issuing this Call for Tenders? Is it due to legal Is it due to legal requirements and will allow to assess the market
requirements, performance concerns with the current provider, or other factors? prices.
75 | Would it be possible to access part of the source code for an audit to better tailor Source code is not available at this stage.
our offer?
76 | What is the expected Service Level Agreement (SLA) for support? This information | Critical
is crucial for pricing our offer appropriately. Major
It is up to the bidders to propose response time.
Minor
Cosmetic
77 | Could you provide an estimate of the initial build cost to help us size the project Not disclosed.
accurately?
78 | Do you have a specific budget range allocated for this project? Not disclosed.
79 | Could you share the overall 2024 budget allocated for this market? Not disclosed.




QUESTIONS

ANSWERS

80 | The tender mentions an annex that appears to be missing. Could you confirm See attached Annexes 1 and 2.
whether this is the updated version of the functional scope previously shared for a
similar tender?
81 | Do you have specific requirements regarding the geographical location of your No.
servers?
82 | What are your current and desired SLAs for guaranteed availability (e.g., 99%, 99.9% uptime is expected. If bidders propose higher availability, they
99.5%, 99.9%)7 should justify the cost implications.
83 | Does your application face scalability issues, such as daily peaks or seasonal No
spikes?
84 | Can you provide details on the number of VMs used in each current environment? Information not available.
85 | Would there be an opportunity to suggest improvements to your current backup Yes, improvement suggestions are always welcome, subject that the
policy? budget is available.
86 | Have you identified any improvement opportunities in your current solution? No.
87 | As mentioned in the TOR, we are required to provide a fixed price for evolutionary Your proposition is acceptable.
maintenance. However, the effort and cost for such maintenance will depend on the
volume and complexity of the change requests, which can vary significantly, Would
it be acceptable if we provide a rate card for evolutionary maintenance instead? For
any change request from UPU, our team would share an estimation based on the
scope of work (SOW) using the defined rates. Upon UPU’s approval, we can then
proceed with the request.
88 | The RfP references an annex document, EMS Website Functional Scope, which Annex 1 and Annex 2 are now available on UPU tender page:
appears to be missing. Could you provide it? https://www.upu.int/fr/lunion-postale-universelle/achats.
89 | As mentioned, we need to provide one project manager, one technical expert, and On previous bids, | believe most companies have provided this level of

one developer. Do we also need to submit their CVs?

information.




