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The webinar is in ENGLISH – you may also chat in FRENCH

Participant phone lines will be MUTED (to reduce noise and 
interruptions)

Use the “CHAT” feature to ask QUESTIONS during the 
presentation

Questions will be answered after the speakers presentations

You will get the SLIDES and RECORDING by email after the 
session
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TRUST  & 

CYBERSECURITY
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Key points to cover

1

2

Build trust with .POST secure domain names

Correos Spain use of .POST for secure services



© UPU 2020 – All rights reserved

gives an new layer of 

cyber protection for 

your internet services
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.POST PROTECTS YOU IN 5 WAYS

1) Protection against Denial of Service attacks (DDOS protection)

2) Protection against your domain being hijacked and spoofed (DNSSEC)

3) Protection against malicious emails from your domains (SPF and DKIM)

4) Encryption required for all .POST websites (HTTPS & TLS)

5) Verified domain (VERIFIED BY UPU)

Security monitoring of your domain name
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1) Protection against Denial of Service attacks

VALUE Minimize risks against DOS and DDOS
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2) DNSSEC mandatory for all domains and subdomains under .POST 

VALUE Minimize risks against website hijacking

Policy Benefits

All .POST domains must be signed 
using DNSSEC technology  
https://www.ietf.org/rfc/rfc4033.txt

A chain of trust for the TLD and the
domain

https://www.ietf.org/rfc/rfc4033.txt


© UPU 2020 – All rights reserved

3) Protection against malicious emails from your domains – Security policies 

enforce SPF and DKIM

VALUE Increase the security and value of your brand and e-mail reputation

Policy Benefits

All .POST domains with MX record
should comply with the e-mail
policy and use DKIM and SPF
records
https://tools.ietf.org/html/rfc6376
https://tools.ietf.org/html/rfc5585

Improve the trust on e-mail under
.POST 

Improved e-mail policy (DMARC 
mandatory implementation) 

Protecting your domain and 
reputation of your e-mail

https://tools.ietf.org/html/rfc6376
https://tools.ietf.org/html/rfc5585
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4) Encryption required for all .POST websites – Https & TLS 1.2

VALUE Ensure information transmitted from website is safe and secure 

Policy Benefits

Usage of TLS certificate version 1.2 
or above + Headers

Minimize cyberattacks (Man-in-the-
middle)

No domain redirection policy
(except for CNAME records) 

MIM and SEO failover
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5) Verified domain 

As a verified domain, bad actors simply cannot get a domain or 
email address that looks like yours to impersonate you and phish 
your employees and customers

VALUE increase your website and brand protection
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Anti-abuse domain monitoring

It is important to 
monitor 24 X 7 
abuse such as 
phishing, spam, 
botnets, and 
malware by 
continuously 
scanning 
different sources 
(third party and 
internal). 
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COMPLIANCE RESOURCES and TOOLS

These free resources can help understand whether the implementation of .POST domain names address 
our Security Requirements or identify potential issues that need to be resolved. 

General (IPv6, DNSSEC, HTTPS, DMARC, DKIM, SPF, DANE)
https://internet.nl/site

Domain Name System Security Extensions (DNSSEC)

To confirm DNSSEC is deployed and configured properly at each zone and sub-zones for your .POST Domain, 
you can use these tools:
http://dnssec-debugger.verisignlabs.com/
http://dnsviz.net/

Email Authentication

To confirm the publication of DMARC or Sender Policy Framework (SPF) records in the DNS for your .POST 
Domain and the requested mail receiver policy of your DMARC record, you can use this tool:
https://www.internetsociety.org/ota/spf-dmarc-tools-record-validator
https://internet.nl/mail
https://dmarcian.com/dmarc-inspector

https://internet.nl/site
http://dnssec-debugger.verisignlabs.com/
http://dnsviz.net/
https://www.internetsociety.org/ota/spf-dmarc-tools-record-validator
https://internet.nl/mail
https://dmarcian.com/dmarc-inspector
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COMPLIANCE RESOURCES AND TOOLS (cont.)

To test your email server (i.e., MX record domain), the following tool will provide information about 
the configuration of your email server and whether it is using strong encryption practices:
https://www.paubox.com/secure-email-check

Transport Layer Security (TLS)/Encryption
TLS must be implemented to protect the integrity and confidentiality of data in transit.
The following tools allow you test the configuration of servers for TLS implementation:
https://www.checktls.com
https://www.htbridge.com/ssl
https://www.ssllabs.com/ssltest/analyze.html

Registrants must have a public key certificate (also known as digital identify or TLS certificates) in 
place to meet the HTTPS-only requirement. Registrants may wish to use a wildcard certificate 
(e.g., *.domainname.post) which covers every DNS name with encryption.
The following tool allows you to determine if the public key certificate installation has been 
successful:
https://www.digicert.com/help/

https://www.paubox.com/secure-email-check
https://www.checktls.com/
https://www.htbridge.com/ssl
https://www.ssllabs.com/ssltest/analyze.html
https://www.digicert.com/help/
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VALUE Minimize risks of DOS and DDOS attacks

VALUE Minimize risks against hijacking

VALUE Increase the security and value of your brand and e-mail reputation

VALUE Ensure information transmitted from website is safe and secure 

VALUE Increase protection of your brand on the internet



© UPU 2020 – All rights reserved

Correos case study

Víctor Martín González de Haro
Deputy Digital Business
Sociedad Estatal Correos y Telégrafos
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International Cooperation 



September 2020 For more details:
Email: secretariat@info.post

All IT and security 

practitioners are 

urged to join this 

technical 

bootcamp series 

with tools and 

resources to 

improve your 

email security.

mailto:secretariat@info.post

