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Illicit pharmaceuticals and postal parcels

• Around 58% of all drug seizures happen through mail
channels

• High price and potency of pharmaceuticals make them
well suited for shipping in smaller quantities

• Increased parcel volume associated with growth in
online sales

Resulting in:

• More criminals using postal channels owing to ease of
shipping, low detection rates and low penalties

• More sophisticated concealment tactics increase the
difficulty of detecting these packages



Training objectives

Improve designated operators’
understanding of illicit
pharmaceuticals

Educate designated operators
on concealment tactics

Improve designated operators’
risk profiling systems



Substandard Unregistered/unlicensed Falsified

What are illicit pharmaceuticals?

Fail to meet quality standards 
and/or specifications

Have not undergone evaluation/ approval 
by the regulatory authority 

Deliberate misrepresentation 
of composition, identity or 

source, or tampering

Diverted Tampering Theft Counterfeit

Infringement of 
intellectual property 

rights, fake 
medicines with 

harmful ingredients

Stolen products or 
embezzlement of 
pharmaceuticals

Approved for sale in 
one country but sold 

in another

Expired medicines 
sold after 
tampering



Health and safety risks to 
consumers



Detection of illicit 
pharmaceuticals



Legitimately 
manufactured?

Legally 
imported?

Shipped and 
stored 

properly?

Associated 
with a valid 
prescription 

or 
authorization?

Yes = legal No = illicit

Is the product…

Key elements to look out for 



Four primary indicators



1 2 3 4

Packaging
Seller and 
recipient 

information
Documentation

Origin and 
destination 

considerations

What to look for?

Understanding the four primary 
indicators



Indicator 1 – Packaging

• Visible stains, discoloration, signs of

leakage, poor quality material, lumpy

packages, excessive tape

Poor packaging 

quality

• Evidence of tampering such as resealing,

opened and closed packagesLow seal integrity

• Spelling errors, grammatical mistakes,

errors in manufacturer name or ingredientsInaccurate labels

• Unable to replicate exact brand name or

logo

Poor logos and 
branding

• Some products can be embedded in
packaging with declared items

Embedded in declared 
items

Attention: packaging could 
appear completely legitimate 

and of good quality, but 
contain illicit pharmaceuticals



Attention: packaging could appear completely legitimate and of good quality,
but contain illicit pharmaceuticals

Example of smuggling and 
concealment effort



Example of smuggling and 
concealment effort

Attention: packaging could appear completely legitimate and of good quality,
but contain illicit pharmaceuticals



Example of overlabelling



Indicator 1 – Operational 
improvements

• Contact pharmaceutical companies and intellectual property
rights holders for additional support in detecting illicit
parcels

• X-ray and technological inspections

• Advanced detection systems – chemical composition
scanners, contraband-specific detection technologies

• Proper packaging per national regulations – enforcing
international packaging requirements

• Training and awareness – adequate personnel training



Indicator 2 – Seller and recipient 
information

• False names and addresses provided for the

sender or recipient – can be non-existent or

unable to be linked to individuals or entities

Use of fictitious 
details

• Common tactic – parcels without a return

address signal immediate risk

Absence of return 

address 

• Multiple shipments with the same address

and different names, or same name and

various addresses

Recurrent 

shipments under 
different names

• Recipients suddenly receiving multiple
parcels inconsistent with their usual habits
or packages being delivered to suspicious
delivery locations, e.g. car parks

Frequent parcels to a
single address or

unusual addresses



Indicator 2 – Operational 
improvements

• Identity verification and validation

• Rigorous address verification

• Business verification

• Confirmation by telephone

• Suspicious activity monitoring – develop and implement
algorithms to identify patterns of illicit activities

• Cooperation with authorities

• Staff training programmes



Indicator 3 – Documentation

• Regulatory authorities usually require proper

registration for the shipment of medicines

Absence of proper 
registration

• Prescriptions, invoices and/or receipts are

required to mail medicines

Absence of 
documentation

• Discrepancies in declarations vis-à-vis

physical inspections
Misdeclaration

• Incomplete, incorrect or suspicious

documentation
Improper customs 

documentation

• Signs of tampering with official documents
Alterations to 

documentation

• Embedded in packaging with declared items
Embedded in declared 

items

• Items listed as powders, samples,

prescription drugs, pills or cleaning supplies
Product name 



Indicator 3 – Operational 
improvements

• Verification of valid and appropriate documentation for
shipments, including prescription checks

• Implementation of stringent checks to detect
misdeclarations – verifying details against Harmonized
System codes for Customs

• Multilayered approach with focus on:

‒ Inconsistencies in documentation

‒ Alterations to documentation

‒ Incorrect information



Indicator 4 – Origin and 
destination considerations 

• Focus on regions with high production of

illicit pharmaceuticals – e.g. India and China

Parcels from high-risk 
regions

• Common cities and addresses frequently

used as destination points

Parcels frequently 
sent to a particular 

city/area

• Multiple labels on the item (overlabelling)

and destination cities do not correspond to

the country listed
Transhipped parcels



Indicator 4 – Operational 
improvements

• Enhanced inspection of parcels from these origins

• Comprehensive verification and inspection processes

• Collaboration with international law enforcement agencies



Patterns in indicators 1 to 4

• Patterns can be any combination
of the red flags indicated under
each indicator

• The more pronounced the pattern
for parcels with the four primary
indicators, the greater the chance
of the contents being illicit



 Cash payment

 Glued seams/heavily taped

 Multiple labels bearing similar handwriting

 Unusual odours

 Box in a box

 Unknown sender or recipient

 Fictitious/incomplete address

 Misspelling/punctuation

 Fictitious telephone number

 Similar parcels mailed from different 
locations

 No sender name or address

 Return address name is foreign to the
country

 Name and address of sender are illegible

 Return address is a hotel

 Return address is to a known source country
for illicit pharmaceuticals

 Sender and return address are the same as
the recipient information

 Prior record of a drug seizure involving the
same senders and addresses

Recap of key red flags



Cooperation is key

National drug regulatory authorities

National law enforcement agencies: customs and
border control, police

Health and safety agencies

Brand owners

Regional cooperation with other Posts to exchange
crucial information



Thank you for playing a critical role in combating 
illicit trade.



 

 

 

 

Stl/Pro 

Toolkit for detecting illicit pharmaceuticals in small packets 

 

 

I. Introduction and objectives 

 

This guide, developed by the UPU and the Transnational Alliance to Combat Illicit Trade (TRACIT), is a key 

resource for postal operators in detecting illicit pharmaceuticals in small packets. With the rise in e-commerce 

and online pharmaceutical sales, there has been a significant increase in the shipment of small packets con-

taining pharmaceuticals, making postal channels a prime target for illicit drug trafficking. 

 

The primary objectives of this guide are to: 

– Enhance the ability of postal operators to conduct effective risk profiling; 

– Identify common characteristics associated with illicit pharmaceutical trafficking; 

– Provide operational improvements for detecting and preventing illicit pharmaceutical trade. 

 

 

II. Illicit pharmaceuticals and postal parcels 

 

The trafficking of illicit pharmaceuticals through postal parcels is a growing concern. Around 58% of all drug 

seizures occur through mail channels. The high price and potency of certain pharmaceuticals make them 

particularly well suited for small parcel shipping, allowing criminals to exploit postal services thanks to their 

ease of use, low detection rates, and relatively low penalties. 

 

The increase in online pharmaceutical sales has led to a corresponding rise in parcel shipping, which criminals 

use to their advantage. They employ sophisticated disguising tactics to evade detection, further complicating 

efforts by postal operators to identify illicit shipments. 

 

 

III. Training objectives 

 

This guide serves as a training resource for postal operators, helping them detect illicit pharmaceuticals in 

parcels. Through this guide, postal operators will: 

i Improve their ability to profile risks associated with suspicious parcels; 

ii Identify common characteristics linked with illicit pharmaceutical trafficking; 

iii Understand key operational improvements to enhance detection capabilities. 

 

 

IV. Categories of illicit pharmaceuticals 

 

Illicit pharmaceuticals fall into one of the following five categories. Understanding these categories can help 

postal operators identify suspicious parcels: 

i Substandard: Products that fail to meet quality standards or specifications, often posing serious health 

risks; 

ii Unregistered/Unlicensed: Products that have not undergone evaluation or approval by regulatory 

authorities; 

iii Falsified: Products deliberately misrepresented in their composition, identity or source; 

iv Diverted: Pharmaceuticals approved for sale in one country but illegally intercepted and sold in another; 

v Theft: Stolen products or pharmaceuticals embezzled and sold illicitly.  
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V. Detection indicators 
 
Postal operators should focus on four primary indicators when identifying illicit pharmaceuticals in parcels. 
Each indicator represents a key area where illicit activity may be detected and operational improvements can 
be made. 
 
Indicator 1: Packaging 
 
Packaging can be a critical giveaway for illicit pharmaceuticals. Suspicious packaging often exhibits the fol-
lowing characteristics: 

– Poor quality, with visible stains, discoloration or leakage; 

– Low seal integrity, such as tampering or resealing; 

– Inaccurate labels, including spelling errors or incorrect manufacturer information; 

– Poor logos and branding that fail to replicate the original brand. 
 
Operational improvements in this area include implementing X-ray and other technological inspections, using 
chemical composition scanners, and conducting canine inspections where necessary. Enforcing packaging 
regulations and providing personnel with adequate training is also essential. 
 
Indicator 2: Seller and recipient information 
 
Illicit pharmaceutical shipments often involve suspicious seller and recipient information. Common indicators 
include: 

– Use of fictitious details, such as false names or addresses; 

– Absence of a return address – a common tactic to avoid detection; 

– Recurrent shipments to the same address under different names or to multiple addresses. 
 
To counteract these tactics, postal operators should implement identity verification, rigorous address verifica-
tion, and suspicious activity monitoring. Cooperation with law enforcement and continuous staff training are 
also crucial. 
 
Indicator 3: Documentation 
 
Proper documentation is vital for the legal shipment of pharmaceuticals. Signs of illicit activity may include: 

– Absence of proper registration or required documentation; 

– Misdeclaration or incorrect customs documentation; 

– Alterations to or discrepancies in official documents. 
 
Operational improvements here focus on implementing stringent checks for valid documentation, detecting 
misdeclarations, and identifying inconsistencies in paperwork. 
 
Indicator 4: Origin and destination considerations 
 
Parcels from high-risk regions or parcels frequently sent to specific destinations should be closely inspected. 
High-risk regions include: 

– Areas known for illicit pharmaceutical production, such as parts of India and China; 

– Cities or addresses that frequently appear as destinations for suspicious parcels. 
 
Postal operators should enhance inspection protocols for parcels from these regions and collaborate with 
international law enforcement to combat illicit pharmaceutical trafficking. 
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Additional red flags 
 
In addition to the four primary indicators, postal operators should be aware of the following red flags that may 
signal illicit pharmaceutical shipments: 

– Cash payment; 

– Heavily taped seams; 

– Multiple labels with similar handwriting; 

– Unusual odours from the package; 

– Box-in-a-box packaging; 

– Unknown sender or recipient; 

– Fictitious or incomplete addresses; 

– Misspelled names or punctuation errors; 

– Prior records of drug seizures involving the same sender or address. 
 
 
VI. Illustration: Packaging irregularities 
 
The illustration below highlights common issues found with suspicious packages, such as poor packaging 
quality, visible stains, discoloration, and tampered seals. It also shows the various postal detection tools 
employed in the inspection process, including X-ray scanners and canine inspections. 
 

 
 
 
VII. Conclusion 
 
Postal operators play a vital role in combating the trafficking of illicit pharmaceuticals. By recognizing the indi-
cators outlined in this guide and implementing the recommended operational improvements, operators can 
significantly reduce the flow of illegal pharmaceuticals through postal channels. 
 
Your efforts are crucial in the global fight against illicit trade. Thank you for your continued dedication to this 
cause.  
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Annex 1 

 

Executive briefing: Detecting illicit pharmaceuticals in small packets 

 

 

I. Overview 

 

The rise in e-commerce and online pharmaceutical sales has significantly increased the risk of illicit pharma-

ceuticals being trafficked through postal channels. Designated postal operators (DOs) are on the front line of 

this challenge, facing sophisticated criminal networks that exploit the ease and low detection rates of postal 

services. 

 

This briefing summarizes key measures and strategies for postal operators to enhance their ability to detect 

and prevent the trafficking of illicit pharmaceuticals. 

 

 

II. Key challenges 

 

– Increased online sales: The rapid growth in online pharmaceutical sales has led to higher volumes of 

small packets containing both legitimate and illicit drugs. 

– Sophisticated criminal tactics: Criminals use advanced methods to disguise illegal shipments, including 

falsified documentation, tampered packaging, and false sender information. 

– Low detection rates: Postal channels are often targeted because of the perceived low risk of detection 

and relatively lenient penalties. 

 

 

III. Strategic priorities for designated operators 

 

1 Risk profiling and detection enhancements 

 

– Implement advanced screening technologies, such as X-ray scanners and chemical composition 

analyzers. 

– Strengthen training programmes to equip staff with the skills needed to recognize suspicious packaging 

and documentation. 

– Utilize canine inspections where appropriate, especially for high-risk parcels. 

 

2 Focus on high-risk indicators 

 

– Packaging: Look for signs of poor packaging quality, such as discoloration, tampered seals, and incor-

rect labelling. 

– Documentation: Verify the accuracy and completeness of customs documentation, and flag any incon-

sistencies or signs of tampering. 

– Sender and recipient information: Monitor for fictitious details, absent return addresses, and recurrent 

shipments to the same location under different names. 

 

3 Work with local customs authorities and law enforcement as appropriate to examine high-risk regions 

and routes 

 

– Pay particular attention to parcels originating from known high-risk regions, including parts of Asia and 

other regions with high levels of illicit pharmaceutical production. 

– Increase inspection frequency for parcels repeatedly sent to specific addresses associated with previous 

illicit activities. 
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IV. Operational improvements 

 

– Technological advancements: Invest in more sophisticated detection tools, such as chemical scanners 

and enhanced X-ray systems, to better identify illicit pharmaceuticals. 

– Personnel training: Continuously update training programmes to include the latest techniques for iden-

tifying illicit drugs and ensure staff are aware of current trends in pharmaceutical trafficking. 

– Collaboration with law enforcement: Strengthen ties with local and international law enforcement to 

share intelligence on emerging threats and coordinate responses to illicit pharmaceutical trafficking. 

 

Key red flags to watch for: 

– Packaging issues: Heavy taping, unusual odours, box-in-a-box packaging; 

– Suspicious payments: Cash payments that could signal illegal activity; 

– Mislabelling: Spelling errors or inconsistent branding on packaging; 

– Frequent seizure patterns: Prior records of drug seizures involving the same sender or destination. 

 

 

V. Conclusion 

 

DOs are essential partners in the global fight against illicit pharmaceutical trafficking. By focusing on risk pro-

filing, high-risk indicators and operational improvements, postal operators can significantly reduce the flow of 

illegal pharmaceuticals through the postal system. 

 

The role of postal operators in detecting and preventing illicit trade cannot be overstated. With continued vigi-

lance, enhanced training and the right tools, the postal service can become a more formidable barrier to the 

illegal drug trade. 

 

Your efforts make a difference. Thank you for your commitment to safeguarding the postal network and the 

public from the dangers of illicit pharmaceuticals. 
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Annex 2 

 

Detection guide for illicit pharmaceuticals in small packets 

 

 

I. Key indicators to look for 

 

Postal operators should pay close attention to the following indicators, which often signal the presence of illicit 

pharmaceuticals: 

 

i Packaging irregularities 

 

– Poor quality packaging: Signs of tampering, such as resealed packages, discoloration or stains. 

– Inconsistent labelling: Spelling errors, incorrect logos or missing manufacturer details. 

– Excessive sealing: Heavy use of tape or other unusual sealing methods. 

 

ii Suspicious documentation 

 

– Missing or incomplete documentation: Absence of necessary customs declarations or pharmaceutical 

registrations. 

– Falsified details: Discrepancies between parcel contents and the declared information. 

– Altered paperwork: Visible changes to documents or inconsistencies in records. 

 

iii Sender and recipient anomalies 

 

– Fictitious information: Use of fake names, addresses or companies. 

– No return address: Parcels with missing or incomplete sender details. 

– Recurrent shipments: Multiple parcels sent to the same address under different names or to multiple 

addresses from the same sender. 

 

iv Origin and destination considerations 

 

– High-risk regions: Parcels from areas known for illicit pharmaceutical production, such as parts of Asia. 

– Frequent destination addresses: Recipients involved in past incidents of illicit trade. 

 

 

II. Practical detection steps 

 

i Screening and inspection 

– X-ray scanning: Use advanced scanning tools to inspect parcels without opening them, focusing on 

high-risk indicators. 

– Chemical detection: Deploy scanners that can identify chemical compositions to detect illicit substances. 

– Canine units: If available, include canine inspections, which can be highly effective in identifying con-

cealed drugs. 

 

ii Physical handling and inspection 

 

– Inspect packaging: Check for signs of tampering, stains, or unusual odours. Be wary of boxes that feel 

heavier than expected for their size. 

– Verify labels: Ensure that all labels and documentation are accurate, properly attached, and consistent 

with the package contents. 

– Assess weight: Compare the declared weight with the actual weight of the package; discrepancies could 

indicate hidden items. 
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III. Operational improvements 

 

i Training and awareness 

– Regular training: Ensure all staff are regularly trained on identifying illicit pharmaceuticals and are famil-

iar with new trends in trafficking tactics. 

– Red flags: Reinforce the importance of recognizing the primary red flags in packages and documenta-

tion. 

 

ii Use of technology 

 

– Enhanced scanning capabilities: Invest in modern scanning equipment, including chemical analyzers, 

to improve detection efficiency. 

– Data sharing: Collaborate with Customs and law enforcement agencies to stay up to date on emerging 

threats and patterns in illicit trade. 

 

iii Reporting suspicious parcels 

 

– Escalation protocols: Establish clear procedures for reporting suspicious parcels, including immediate 

alerts to security teams and coordination with law enforcement. 

– Document findings: Record all irregularities, including details about the packaging, documentation, and 

sender/recipient information, to aid investigations. 

 

 

IV. High-risk parcel characteristics 

 

Use the following checklist to quickly assess whether a parcel could be high risk: 

– Poor packaging quality (e.g. visible tampering, stains); 

– Mislabelling (e.g. incorrect spelling, mismatched branding); 

– Missing or incomplete documentation; 

– No return address or fake sender details; 

– Recurrent shipments to the same address under different names; 

– Origin from a known high-risk region; 

– Unusual weight-to-size ratio; 

– Odd smells or excessive tape. 

 

 

V. Conclusion 

 

This detection guide is a practical tool designed to enhance the daily operations of postal operators in identi-

fying illicit pharmaceuticals in small packets. It should be used in conjunction with more detailed protocols and 

training to effectively combat the trafficking of illegal drugs through postal services. 

 

By staying vigilant, recognizing the indicators and following the recommended detection steps, postal opera-

tors can play a crucial role in stopping the illegal pharmaceutical trade. 
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Annex 3 

 

Recommendations for prioritizing anti-illicit trade initiatives 

 

 

To effectively combat illicit pharmaceutical trade, DOs should prioritize anti-illicit trade initiatives based on 

strategic goals, resources, and operational challenges. Below are recommendations for prioritizing these initi-

atives: 

 

I. Strengthen screening and detection capabilities 

 

– Priority level: high 

– Why: Effective detection at the point of entry is the first line of defence against illicit pharmaceuticals. 

Investing in advanced screening technologies like X-ray scanners, chemical analyzers, and canine 

detection teams should be a top priority. 

– Actionable steps: 

• Deploy additional screening devices at high-traffic sorting facilities; 

• Train staff to use the latest technology and to identify red flags in packaging and documentation; 

• Establish protocols for handling suspicious packages, ensuring they are promptly escalated to 

the appropriate authorities. 

 

 

II. Enhance staff training and awareness 

 

– Priority level: high 

– Why: Well-trained personnel are critical for spotting suspicious activities that technology might miss. 

Regular, updated training helps staff stay aware of new trends in illicit pharmaceutical trafficking. 

– Actionable steps: 

• Implement mandatory training programmes for all staff members, particularly those handling 

packages in sorting and inspection areas. 

• Provide specialized training for high-risk regions and routes, focusing on unique threats. 

• Use case studies and past seizures to enhance learning experiences and teach real-world appli-

cation. 

 

 

III. Establish collaborative networks 

 

– Priority level: medium to high 

– Why: Cooperation with law enforcement, customs authorities and international organizations enhances 

intelligence sharing and provides a coordinated approach to combating illicit trade. 

– Actionable steps: 

• Foster stronger partnerships with local and international law enforcement agencies; 

• Engage in information-sharing networks to stay updated on the latest trafficking methods and 

high-risk trends; 

• Develop joint task forces or working groups to handle illicit pharmaceutical cases and improve 

cross-border coordination. 

 

 

IV. Implement risk-based targeting and profiling 

 

– Priority level: medium 
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– Why: Targeting high-risk parcels based on specific criteria (e.g. country of origin, weight, sender/ 

recipient information) allows for more efficient use of resources and improves detection rates. 

– Actionable steps: 

• Create a risk assessment matrix to prioritize parcels for inspection based on historical data, known 

trafficking routes, and suspicious indicators; 

• Regularly update profiling criteria based on evolving threats; 

• Use data analytics to track patterns and identify potential risks proactively. 

 

 

V. Improve data integration and analytics 

 

– Priority level: medium 

– Why: Centralized data and analytics help DOs better track suspicious activities, identify trends, and 

improve decision making. 

– Actionable steps: 

• Integrate postal data with Customs and security databases to flag high-risk parcels more effec-

tively; 

• Implement machine learning and artificial intelligence (AI) tools to predict and identify trafficking 

patterns; 

• Ensure that data collected from different facilities is centralized for easy analysis and reporting. 

 

 

VI. Focus on public awareness and prevention 

 

– Priority level: medium 

– Why: Raising public awareness about the dangers of illicit pharmaceuticals can reduce demand and 

deter criminal networks from using postal channels. 

– Actionable steps: 

• Launch public awareness campaigns, educating consumers about the risks of purchasing phar-

maceuticals online from unverified sources; 

• Collaborate with public health organizations to spread awareness about the consequences of 

illicit drug use; 

• Provide resources for reporting suspicious activities to both the public and postal workers. 

 

 

VII. Enhance legal and policy frameworks 

 

– Priority level: low to medium 

– Why: Strengthening the regulatory framework can empower postal operators to take more aggressive 

action against illicit trade. 

– Actionable steps: 

• Work with government agencies to tighten regulations on pharmaceutical shipments and improve 

oversight; 

• Advocate for stricter penalties for offenders and increased resources for postal operators in anti-

illicit trade efforts; 

• Ensure compliance with international trade and postal regulations, keeping updated with the latest 

changes. 
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VIII. Increase resource allocation for anti-illicit trade efforts 

 

– Priority level: medium 

– Why: Adequate funding and resources are essential to maintaining robust anti-illicit trade operations. 

– Actionable steps: 

• Allocate dedicated funding for anti-illicit trade technologies, training, and collaboration efforts; 

• Explore partnerships with private sector companies to share the financial burden of implementing 

new technologies; 

• Lobby for government grants or subsidies to support anti-illicit trade programmes. 

 

 

IX. Focus on continuous improvement and adaptability 

 

– Priority level: medium 

– Why: As illicit trade tactics evolve, so must the strategies used to combat them. Continuous improvement 

ensures that postal operators remain a step ahead. 

– Actionable steps: 

• Regularly review and update anti-illicit trade protocols to address emerging threats; 

• Conduct regular audits and risk assessments to identify weaknesses and areas for improvement; 

• Foster a culture of adaptability, encouraging staff to provide feedback on operational challenges 

and improvements. 

 

By prioritizing these initiatives, DOs can build a more resilient and effective defence against the trafficking of 

illicit pharmaceuticals. This will not only protect public health but also enhance the integrity of and trust in postal 

services worldwide. 
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Annex 4 

 

Pilot projects to mitigate illicit trade in the postal supply chain 

 

 

Pilot projects to mitigate illicit trade in the postal supply chain often involve collaborations between national 

postal services, international organizations and government authorities. Here are a few examples of initiatives 

aimed at addressing the issue: 

 

1 TRACIT and UPU collaboration: The Transnational Alliance to Combat Illicit Trade (TRACIT) and the 

Universal Postal Union (UPU) have partnered on multiple initiatives to mitigate illicit trade through postal systems. 

A key focus has been on addressing counterfeit goods, particularly pharmaceuticals, and enhancing the digitali-

zation of postal services to strengthen monitoring capabilities. The UPU also works to improve security standards 

and tracking mechanisms within the postal supply chain, helping postal services across the world to tackle illicit 

trade challenges. For more information, see www.tracit.org/supply-chain-vulnerabilities-to-illicit-trade_postal.html 

and www.upu.int/en/Universal-Postal-Union/Activities/Physical-Services/Postal-Supply-Chain. 

 

2 Connect.post initiative: This UPU project aims to connect all post offices to the Internet by 2030, pro-

moting digital inclusion. By improving digital connectivity, postal services can better track parcels and identify 

illicit activities. This initiative is part of a broader strategy to digitalize and enhance security within the global 

postal supply chain, which indirectly helps reduce the risk of illicit trade (see sdgs.un.org/un-system-sdg-

implementation/universal-postal-union-upu-49259). 

 

3 Postal digitalization in Africa: Supported by organizations such as the Agence Française de 

Développement, this project focuses on enhancing the digital capabilities of postal services in several African 

countries. The goal is to improve tracking, data collection and customs clearance processes, which are vital for 

detecting illicit shipments (see sdgs.un.org/un-system-sdg-implementation/universal-postal-union-upu-49259). 

 

These pilot projects demonstrate a global effort to modernize postal services and reduce vulnerabilities to illicit 

trade through improved technology and international collaboration. More detailed information about these pro-

jects and their outcomes can be found on the UPU and TRACIT websites. 

 

http://www.tracit.org/supply-chain-vulnerabilities-to-illicit-trade_postal.html
http://www.upu.int/en/Universal-Postal-Union/Activities/Physical-Services/Postal-Supply-Chain
https://sdgs.un.org/un-system-sdg-implementation/universal-postal-union-upu-49259
https://sdgs.un.org/un-system-sdg-implementation/universal-postal-union-upu-49259
https://sdgs.un.org/un-system-sdg-implementation/universal-postal-union-upu-49259
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