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UPU and TRACIT illicit 
pharmaceuticals toolkit

Suriya Prabha Padmanaabhan, Director of Programs
TRANSNATIONAL ALLIANCE TO COMBAT ILLICIT TRADE



About TRACIT

Aggregated approach work across 11 
industry sectors, wildlife and human 

trafficking

Addressing common vulnerabilities 
In the supply chain

Exposing associated crimes



TRACIT urged UPU 
address the risks 
of illicit trade to 

global postal 
security

Timeline – TRACIT & UPU 
engagement

2019

2020

2021

2022

2023

2024

TRACIT and UPU 
surveyed national 
postal carriers on 
vulnerabilities and 

priorities

TRACIT proposed 
creation of a UPU 
working group on 

illicit trade

The UPU PSG 
created a special 
taskforce in Illicit 
Goods Mitigation 

Expert Team

TRACIT & UPU 
signed a MoU and 

set a work 
program

Delivered several 
projects including 

the Pharma 
Toolkit



Pharma Toolkit

Sector selected based on UPU-TRACIT survey results: Pharma 
was #1 among impacted sectors. 

• Production

− TRACIT created a guidance document for national posts.

− TRACIT collected intelligence and data from member 
companies and other stakeholders: US FDA, INCB, INTERPOL.

• Products

− Detection guide

− Postmaster briefing

− Awareness materials 



Overview

Introduction 
and objectives

Understanding 
illicit pharma

Health and 
safety risks

Detection 
indicators

Recap of key 
red flags

Cooperation



Training objectives

Improve designated operators’ 
understanding of illicit pharmaceuticals

Educate designated operators on 
concealment tactics

Improve designated operators’ risk 
profiling systems



Substandard Unregistered/unlicensed Falsified

What are illicit pharmaceuticals?

Fail to meet quality standards 
and/or specifications

Have not undergone evaluation/ approval 
by the regulatory authority 

Deliberate misrepresentation 
of composition, identity or 

source, or tampering

Diverted Tampering Theft Counterfeit

Infringement of 
intellectual property 

rights, fake 
medicines with 

harmful ingredients

Stolen products or 
embezzlement of 
pharmaceuticals

Approved for sale in 
one country but sold 

in another

Expired medicines 
sold after 
tampering



Health and safety risks to 
consumers



Detection of illicit 
pharmaceuticals



Legitimately 
manufactured?

Legally 
imported?

Shipped and 
stored 

properly?

Associated 
with a valid 
prescription 

or 
authorization?

Yes = legal No = illicit

Is the product…

Key elements to look for 



Four primary indicators



1 2 3 4

Packaging
Seller and 
recipient 

information
Documentation

Origin and 
destination 

considerations

What to look for?

Understanding the four primary 
indicators



Indicator 1 – Packaging

Attention: packaging could appear completely legitimate and of good quality, but contain illicit pharmaceuticals



Indicator 2 – Seller and recipient 
information



Indicator 3 – Documentation



Indicator 4 – Origin and 
destination considerations 



Patterns in indicators 1 to 4

• Patterns can be any combination of the red flags 

indicated under each indicator

• The more pronounced the pattern for parcels with 

the four primary indicators, the greater the 

chance of the contents being illicit



Cooperation is key

National drug regulatory authorities

National law enforcement agencies: customs and
border control, police

Health and safety agencies

Brand owners

Regional cooperation with other Posts to exchange
crucial information



Implementation

We need: 

• More Posts to use these tools and train their staff.

• Continued support and feedback to improve these 
toolkits.

• To track progress and impact of these tools.

• More Posts to work with each other and with the 
private sector.

We stand ready to work with you for its implementation



2025 projects: Under development

Counterfeit Goods 
Detection Toolkit

Illicit Tobacco 
Detection Toolkit

Modeled along the Pharma toolkit



Thank you for playing a critical 
role in combating illicit trade



UPU illicit goods 
campaign

Presentation by Jacob Gholson

Postal Operations and Safety Expert

UPU International Bureau



Illicit Goods Mitigation Portal

1. General counterfeits

2. Pharmaceuticals

3. Intellectual Property

4. Illicit Trade in Plants and Wildlife

Background
As the threat of illicit goods continues to grow, the Illicit Goods Mitigation Portal is a tool designed as a centralized hub, bringing 
together and streamlining access to a diverse range of existing campaigns focused on the prevention and mitigation of illicit goods. 
This platform serves as a valuable resource providing knowledge and easy access to a wide array of tools and materials that can be 
utilized to strengthen mitigation efforts.

The Campaign has been broken down into four topics related to separate types of illicit goods.  Resources and information for each 
topic can be located on the UPU Illicit Goods Portal.



Topic 1 – General counterfeits

Campaigns
I Buy Real –
• Collaboration by the UPU, the Business Action to Stop 

Counterfeiting and Piracy (BASCAP), launched by the 
International Chamber of Congress (ICC).

• This campaign focuses on four key topics that highlight the 
serious consequences of buying "fakes".

• Eight flyers to raise awareness among consumers about the 
importance of purchasing real items instead of counterfeits.

Go for Real –
• Produced by United States Patent and Trademark Office 

(USPTO) and the US Crime Prevention Council (NCPC).
• Educational initiative for secondary school students on how 

to make buying decisions as they gain independence.
• Social media toolkit to help spread awareness.
• Three videos starring McGruff the Crime Dog focusing on the 

consequences of purchasing counterfeit goods.



I Buy Real



Go for Real



Topic 2 – Pharmaceuticals

Educators –
This campaign works with the “Go for Real” 
campaign, providing materials for educators that are 
designed to empower young people to “think again” 
before buying and/or taking pills from someone 
other than a licensed provider.

Designate operators and other partners –
The UPU partnered with Transnational Alliance to 
Combat Illicit Trade (TRACIT) to produce a guide to 
detecting illicit pharmaceuticals in small packets.  
This has become a good resource for postal 
operators.



Pharmaceuticals: Outreach tools

Trade in Counterfeit Pharmaceutical Products (OECD)

United Nations Toolkit on Synthetic Drugs

Mapping the Impact of Illicit Trade on the Sustainable 
Developoment Goals - Pharmaceuticals

Practical Guidance for the Postal and Express Courier on Prevention 
and Interdication of Non-Medical Synthetic Opioids and Fentanyls

Global Rapid Interdiction of Dangerous Substances

https://syntheticdrugs.unodc.org/syntheticdrugs/en/toolkit-index.html
https://www.upu.int/getmedia/43b04797-dbd3-445d-a197-47decbb875de/202411illicitGoodsMitigationCampaignPharmaceuticalsPosterGlobalRapid.pdf


Topic 3 – Intellectual Property

The Intellectual Property (IP) campaign, Building 
Respect for Intellectual Property, is designed to 
ensure creators and innovators are recognized, 
industries flourish and communities thrive.  The 
campaign strives to bring awareness regarding the 
value of IP, the risks of infringement, and to 
promote ethical use.

The UPU has also partnered with World Intellectual 
Property Organization (WIPO) to provide outreach 
tools for the campaign through resources available 
on their website.



Building Respect for Intellectual Property



World Intellectual Property Organization



Topic 4 – Illicit Trade in Plants and Wildlife

Overview
The global trade of plants and wildlife is vital for 
economic development but also poses significant 
risks to biodiversity, ecosystems and food security. 
The illicit trade in these goods, including 
unregulated e-commerce transactions, facilitates 
the spread of harmful pests species, disrupts 
ecosystems and undermines conservation efforts.

The resources presented in this campaign focus on 
raising awareness of the dangers of illicit trade in 
plants and wildlife and promoting compliance with 
international standards. With the rise of e-
commerce, regulating the movement of these 
goods has become more complex, often bypassing 
essential checks.



Audience Outreach and Tools

Intellectual Property Rights in Crop Protection 
(Crop Life International)

Mapping the Impact of Illicit Trade on the 
Sustainable Development Goals - Pesticides

Tackling the Sale of Illicit Pesticides on E-commerce 
Platforms (TRACIT)



IP Connected Crimes



THANK YOU FOR YOUR 
ATTENTION

Jacob Gholson
Postal Operations and Safety Expert

UPU International Bureau

Jacob.Gholson@upu.int



UPU Trainpost platform –
New courses on illicit 

goods mitigation

Sofiene Jouini
Senior Administrator, Trainpost platform

Expert in digital learning solutions



Importance of postal security 
courses on Trainpost platform 

Statistical evidence highlighting the
growing emphasis placed by postal
operators on security training in recent years

Postal security is the training field with
the highest number of enrolments

Security certification (advanced) and
dangerous goods are the most popular
courses on the platform over the last three
years

Among 95 courses, postal security courses
have:

◌ highest number of enrolled users

◌ highest number of awarded certificates

◌ highest number of participating
countries

Rank Course name Number of 
enrolled 

users

Number 
of 

countries

Number 
of regions

Number 
of active 
learners

Number of 
certificates

1 Security certification 
advanced

851 137 6 814 463

2 Dangerous goods and 
lithium batteries (old)

814 100 6 770 416

3 New approach to 
quality of service

608 117 6 537 95

Top ranking enrolments (2022–2025) over 95 courses

37%

25%

15.30%

10.30%

4.80%

4%

2.30%

1.30%

Percentage of enrollments

Postal security Postal operations Postal technologies

Quality Miscellaneous Postal products

Postal reform and regulation Management techniques



Evolution of postal security 
courses on Trainpost platform 

Significant growth in the number of e-learning
courses developed in the field of postal
security

Development of high-quality, engaging and
multilingual e-learning courses

Open courses for enrolment

Category Before (2004–2022) Now (2024–2025)

Number of courses 2 courses 12 courses

List of courses – Postal security

– Dangerous goods and 
lithium batteries

– Basic cybersecurity

– Cybersecurity InfoSec

– Basic S58/S59

– Advanced security certification

– UPU rules and regulations

– Dangerous goods

– Alarm resolution 

– Mail theft

– Revenue protection

– Misuse of the postal supply chain

– Road safety

– Liaison replacement

Year(s) of 
production

2013 2024–2025

Languages available One language Six languages

Technologies 
deployed

– Text-based with static 
images

– No voice-over

– Classic modular structure

– Limited device compatibility 
(no mobile support)

– Interactive multimedia content

– Professional voice-overs 

– Microlearning modules

– Fully responsive (desktop, tablet, 
mobile)

– Gamified elements and quizzes for 
engagement

Basic S58/S59 4.9 (47)

Security certification (advanced) 4.8 (49)

Cybersecurity InfoSec 4.8 (44)

0

5

10

15

No. courses No. languages

2004-2022 2025



New postal security courses

Dangerous goods

M1: What are dangerous goods?

M2: Essential requirements and procedures for handling dangerous goods

M3: Safe handling and incident response for dangerous goods in postal
networks

1

Activities of the course

Self-assessment tests 

Progress tests

Final test

Forum, feedback

Certificate of completion

Six available languages

English

French

Arabic

Spanish

Portuguese

Russian

E-learning format

Engaging, multimedia and interactive

content using video players, object

identification, voice-overs, etc.

Duration

Two hours

Launch date

September 2025



New postal security courses

Misuse of the postal supply chain

Activities of the course

Self-assessment tests 

Progress tests

Final test

Forum, feedback

Certificate of completion

Six available languages

English

French

Arabic

Spanish

Portuguese

Russian

E-learning format

Engaging, multimedia and interactive

content using video players, object

identification, voice-overs, etc.

Duration

Two hours

Launch date

September 2025

2

M1: Drug trafficking

M2: Cigarette trafficking

M3: Illicit pharmaceuticals

M4: Intellectual property

M5: Money laundering 

M6: Firearms

M7: Lottery mail 



Strategy for promoting security 
courses using the Trainpost platform

Local facilitators

84 qualified local facilitators: A network of trained
local facilitators representing their respective postal
operators plays a key role in promoting participation.

We share with them all important updates regarding
new courses, and they pass this information along.

Announce internally the launch of new courses

Form groups to follow online courses according to
their specialties and role at the Post

Share training initiative information with the
platform administrators

1
No. Region Number 

of tutors

1 Local tutors from Africa 42

2 Local tutors from Arab 
countries

14

3 Local tutors from 
Caribbean

28

TOTAL 84



Strategy for promoting security 
courses using the Trainpost platform

Communication tools

Course announcements:

– Trainpost learners community

– Newly launched courses

Reminder plugin: Improve completion rates by automatically
sending reminder e-mails to learners who have paused or
stopped their progress

Tips for success in your course

Support forums: Includes a default forum titled “Ask for
technical support – We’re here to help!” to assist users and
address technical issues promptly

Matrix platform (in progress): A new communication platform
being introduced to replace WhatsApp groups; platform
supports multimedia messaging, including text, voice and video

2



Strategy for promoting security 
courses using the Trainpost platform

Enrolment page

◌ General aims

◌ Target audience

◌ Course duration

◌ Skill level

◌ Course reviews

◌ Course modules and assessments

◌ Certificate of completion 

◌ Other related courses

◌ A short introductory YouTube video

3



Flexibility to encourage and 
motivate participation

Continuous enrolment: Courses are open from
February to December each year.

Multilingual enrolment: Learners can enrol in the
same course in more than one language – ideal for
bilingual participants.

Group enrolment: Bulk enrolment is possible using a
list of e-mail addresses.

Flexible progression: Learners who fail progress tests
can request additional attempts and unlock remaining
modules.

Trainpost mobile app: Supports learning on the go
and even offline access to course materials.



Security courses – Roles to 
monitor participation

Non-editing
local tutor

– Granted upon request by local
tutors or postal operators

– Enables local tutors, through local
course groups, to closely monitor
participation from their country

Non-editing
tutor

– Assigned to UPU security
programme managers

– Allows tracking of learner progress
across the course

Tutor – Assigned to scripting providers

– Grants the ability to integrate
course packages, activities and
resources



Options for benefiting from 
security e-learning courses

Self-paced individual learning

Learners access the online modules at their convenience,
progressing at their own pace.

In-person group training (blended learning)

Postal operators can organize facilitated group sessions
using the e-learning content as a foundation. This approach
encourages collaborative learning, local discussion and
practical application through workshops or classroom
activities.

Pre-workshop preparation for UPU-led postal security
workshops

Online security courses serve as essential preparatory
material for UPU regional or global workshops on postal
security. Completing e-learning modules beforehand
ensures participants arrive with foundational knowledge,
enabling more effective face-to-face training and deeper
engagement.

1

2

3



Dashboards and reporting tools (for UPU 
International Bureau experts and 
programme managers) 

IB dashboard: Customized real-
time data visualization and
tracking

Custom reporting: Tailored
reports to monitor participation,
completion and engagement levels

 Five custom reports are
provided to each postal operator

 Custom reports for security
programme manager and IB
experts

1



Trainpost mobile app QR code



Thank you



Dangerous Goods 
Search Tool

Presentation by Stéphane Herrmann

Mail Products and Services Expert

UPU International Bureau



Definition

DGST (Dangerous Goods Search Tool) is an application developed by the Universal

Postal Union to enable designated operators and carriers to detect, identify and

intercept dangerous goods at any point – but as early as possible – in the supply chain.

The development of DGST has been funded by the US Tied Funds provided under the

requirements of Article 29-10 of the UPU Convention.



Business Drivers

Early detection of dangerous goods allows:

• Improve safety and security

• Prevention of criminal activities

• Legal and regulatory compliance

• Save transportation and handling cost

• Monitor trends in dangerous goods appearances



Scope

Provide an API that can calculate 

the probability of an 

International mail item being 

dangerous.

Prediction

Provide super users with 

analytical/aggregated 

reports/dashboards

Provide super users with click 

and type-based search capability 

to drill down at different levels 

within the data

Analytics: Search/QueryAnalytics: reporting



Prediction of Dangerous Goods

DGST calculates the probability of being dangerous for an international mail item using

machine learning/AI algorithms based on postal EDI messages (ITMATT, EMSEVT…).

Example of information that can be used:

EMSEVT →the locations where the items are processed

→the reason code for sending items at customs, or for canceling import/export

ITMATT → sender/recipient name and address, description of items…



Prediction of Dangerous Goods

• The system calculates the probability near-real time and provides it through an API

• The machine learning model is re-trained regularly (e.g. every 3 months) in order to

improve its predictions

• The procedure to be followed is decided by each designated operator on the basis

of the dangerous goods prediction score.

• Data privacy: DGST only uses data for which the designated operators have

authorized its use.



Analytics on Historical Data

Reporting: The system will provide aggregated reports and dashboards

• Actual vs predicted dangerous goods

• Customs/security retention reasons

• Top 10 DG exporters and importers

…

Query/Search: The system will provide capability to search for dangerous goods by a

combination of attributes (Search Query Tool)



Integration

In a next step, the system will integrate with external systems in order to improve

the predictions:

- National databases maintained by designated operators, customs…

- Databases from other UN organizations (INCB - International Narcotics Control

Board…)

- Denied parties databases

- Confirmed dangerous goods reported to the Postal Security programme

…



Designated 
Operator

A

Designated 
Operator

B

EDI messages 
(ITMATT, 

EMSEVT…)

National 
databases,

partners

UN 
organizations

(INCB…)

DGST

Mail item scan

Prediction API Analytics

Reports Search/Query

Overview



Operational process

IPS/DPS or
bespoke application

- Collection at post office (EMA)
- Received at OE (EMB)
- Dispatch preparation (EMC)
- Any other scan

Mail item scan

DGST APIS10 barcode

Prediction score
in %

➢ IPS will include a management function to customize the message displayed on 
the operational screen according to the level of prediction score

➢ IPS and DPS will be automatically interfaced with DGST

➢ For bespoke applications, please contact PTC to receive the technical 
documentation (API specification, security token and URL)

API call

API response



DGST in IPS

Range
from
(%)

Range
to

(%)
Message

Background 
color

Blocking

0 40 OK

41 80 To customs area 1

81 100 To customs area 2 

DGST – configuration of messages

To customs area 2

RR000000000XX

Management function to configure messages 
according to the  DGST prediction score (wireframe)

Receive items at office of exchange (EMB) (wireframe)



DGST - Home



Search Query Tool – Search Criteria 1/2



Search Query Tool – Search Criteria 2/2



Search Query Tool – Search results



Performance and Monitoring



Ranking and Distribution



Reasons for retention



Final note: data is key!

• DGST is a machine learning system, built on the big data infrastructure available 
at the UPU

• Capacity to feed the system with large amount of data is ready

• The machine learning process will become increasingly performant (and DGST 
will become increasingly “intelligent”) when learning on large data sets

• Posts are therefore encouraged to authorize access to their data, and in return 
obtain maximum value from the DGST



2025 PSG Chairman Award Nominations
• 2025 Application process is now open until 1 July 2025.
• More information and all forms are available here
• The nomination must demonstrate the intent of the UPU 

has been reached, resulting in a positive outcome in the 
field of postal security. 

• The submission should allow the judging panel to assess 
how the nominee has performed as a role model for the 
industry or how they have demonstrated exceptional 
leadership qualities within the postal sector.

• Nominations should be prepared electronically and 
submitted as an e-mail attachment to security@upu.int 

https://www.upu.int/en/Postal-Solutions/Programmes-Services/Postal-Supply-Chain/Security
mailto:security@upu.int


Thank you for taking the time to complete 
this survey.
Your feedback is valuable.

https://fr.surveymonkey.com/r/B37VBRQ

Any question regarding the workshop?  Please contact 
security@upu.int

mailto:security@upu.int


Thank you


