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Opening remarks

Enhancing aviation safety and security in cargo and mail

Ensuring postal security T an overview of UPU regulations
and training programmes

Security in airmail
Law enforcement training to reduce risks relating to

hazardous goods

Closing remarks

Moderator

Mr Marjan Osvald, Deputy Director UPU

International Bureau

General,

Ms Sonia Hifdi, Chief of the Aviation Security Policy
Section, ICAO, and Mr Virgilio Alegria, Technical Officer
in the Cargo Safety Section, ICAO

Mr Jacob Gholson, Operations and Safety Expert, UPU
International Bureau

Mr Nicholas Lawrence-Taylor, Senior Manager for Cargo
Security, IATA

Ms Kirstine Pedersen, Coordinator of the INTERPOL
Global Academy and Head of the International IP Crime
Investigators College (IIPCIC), INTERPOL General
Secretariat

Mr Jan Bojnansky, Coordinator of the Postal Supply
Chain, UPU International Bureau, and Mr Matthew Tang,
Senior Manager for E-Commerce & Cargo Operations,
IATA

Mr Zoran St e v a n dleinative Transport Solutions
Expert, UPU International Bureau
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Dangerou$soodsn Air Mall

Virgilio Alegria

Technical Officer,
Cargo Safety
ICAO
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Q ICAQegulationsgoverningpostalsafetyandDGs

Q Theneedfor DPO4o receiveapprovalfrom their respectiveCAAdor
ECLEBarriage

Q Variationan DPQapprovalproceduresacrosdifferent states(general
guidanceo be provided)

Q BuildingrelationshipsbetweenDPOsand CAAs
Q Resultaandstatisticsfrom the safetysurvey

QWhatQ next (currentchallengesand ongoinginitiatives)




ICAO and its Role
\

Thelnternational Civil Aviation Organization(ICAQ)s
a UN specializedagency,created in 1944 upon the
signing of the Convention on International Civil

Aviation (ChicagaConvention)oy 52 States(currently
193).




NineteenAnnexeso the Conventioron InternationalCivilAviation 6

A Annexlt PersonnelLicensing
A Annex21 Rulesof the Air

A Annex3t Meteorological Serviceor International Air
Navigation

A Annex41 AeronauticalCharts

A Annex5T1 Unitsof Measurementto be Usedin Air and
GroundOperations

A Annex6t1 Operationof Aircraft

A Annex71 Aircraft Nationality and RegistrationMarks
A Annex8 Tt Airworthinessof Aircraft

A Annex9Tt Facilitation

A Annex101 AeronauticalTelecommunications

A Annex11t
A Annex12t
A Annex13T
A Annex14t
A Annex15t
A Annex16T
A Annex17t
A Annex181
A Annex19T

Air Traffic Services
Searchand Rescue
Aircraft Accidentand Incidentinvestigation
Aerodromes

Aeronauticallnformation Services
EnvironmentalProtection

Aviation Security

TheSafeTransportof DangerousGoodsby Air
SafetyManagement
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Annexi8

TheSafelransporof
Dangeroussoodsy Air

International Standards
and Recommended Practices

Annex 18
to the Convention on
International Civil Aviation

The Safe Transport of
Dangerous Goods by Air

This edition incorporates all amendments

adopted by the Council prior to 5 March 2011

and supersedes, on 17 November 2011, all previous
editions of Annex 18

For information regarding the applicability

of the Standards and Recommended Practices,
see Foreword and the relevant clauses in

each Chapter.

Fourth Edition
July 2011

International Civil Aviation Organization

Technicalnstructions
for the Safelransporof
Dangeroussooddoy Air

~oher.,

@ IcAO

Doc 9284

pproved and published by decision of the Councit of ICA

INTERNATIONAL CIVIL AVIATION ORGANIZATION
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Annexi8

TheSafeTransportof Dangeroussoodsby Air

10.2Approvalof trainingprogrammes

11.4Dangerougoodsby mail
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Amendmenbf Annexi8

TheSafeTransportof Dangeroussoodsby Air

Anamendmentto Annex18is

currentlybeingdevelopedwnhich
will includea newchapteronthe
transportof dangerousggjoodsby

post(Chapter8).
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Transporbf DangeroussoodsByPost

¥ (CAO

Doc 9284

INTERNATIONAL CIVIL AVIATION ORGANIZATION

1-2-2 Part 1

2.3 TRANSPORT OF DANGEROUS GOODS BY POST

2.3.1 In accordance with the Universal Postal Union (UPU) Convention, dangerous goods as defined in these Instructions,
with the exception of those listed below, are not permitted in mail. Appropriate national authorities should ensure that the
provisions are complied with in relation to the transport of dangerous goods by air.

2.3.2 The following dangerous goods may be acceptable in mail for air carriage subject to the provisions of the appropriate
national authorities concerned and these Instructions:

a) patient specimens as defined in 2;6.3.1.4 provided that they are classified, packed and marked as required by 2;6.3.2.3.8
a), b), c) and d);

b) infectious substances assigned to category B (UN 3373) only, when packed in accordance with the requirements of
Packing Instruction 650, and solid carbon dioxide (dry ice) when used as a refrigerant for UN 3373. Where dry ice is used
as a refrigerant for UN 3373, all applicable requirements of Packing Instruction 954 must be met. Mail containing dry ice
as a refrigerant for UN 3373 must be offered separately to the operator by the designated postal operator so that the
operator can comply with all applicable requirements of Part 7;

c) radioactive material in an excepted package, UN Nos. 2910 and 2911 only, the activity of which does not exceed
one-tenth of that listed in Part 2, Chapter 7, Table 2-14, and that does not meet the definitions and criteria of classes,
other than Class 7, or divisions, as defined in Part 2. The package must be marked with the name of the shipper and the
consignee, the package must be marked “radioactive material — quantities permitted for movement by post” and must
bear the radioactive material, excepted package label (Figure 5-33);

d) lithium ion batteries contained in equipment (UN 3481) meeting the provisions of Section Il of Packing Instruction 967.
No more than four cells or two batteries may be mailed in any single package; and

e) lithium metal batteries contained in equipment (UN 3091) meeting the provisions of Section Il of Packing Instruction 970.
No more than four cells or two batteries may be mailed in any single package.

2.3.3 The procedures of designated postal operators (DPOs) for controlling the introduction of dangerous goods in mail into
air transport are subject to review and approval by the Civil Aviation Authority of the State where the mail is accepted.

2.34 The DPO must have received specific approval from the Civil Aviation Authority before the DPO can introduce the
acceptance of lithium batteries as identified in 2.3.2 d) and e).

Note 1.— Designated postal operators may accept the dangerous goods identified in 2.3.2 a), b) and c) without receiving
specific approval from the Civil Aviation Authority.

Note 2.— Guidelines for appropriate national authorities and civil aviation authorities are contained in the Supplement to
these Instructions (S-1,3).

10
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Supplemento the Technicalnstructions

@ |icA0

Doc 9284 Supplement

INTERNATIONAL CIVIL AVIATION ORGANIZATION

Guidancdor States:

A Limitationof dangerousgoodson aircraft
A Transportof dangerousgoodsby post

A Approvalsandexemptionsrelatedto the
transportof lithium batteriesascargo

ATrainingfor personneinvolvedin the
managemenbdf the transportof
dangerougoodsby air
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Buildingrelationshipsbetween DPOsand CAAs

ICAO- National Authorities for DangerousGoodsTransportby Air

https://www.icao.int/safety/DangerousGoods/Pages/DangerdbaisodsNationatAuthority.aspx

12



https://www.icao.int/safety/DangerousGoods/Pages/Dangerous-Goods-National-Authority.aspx
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Surveyfor CAAgyrantingspecificapprovalfor DPOsacceptingECLEN

. . . . . 13
mail for international air transportation

(1) 46 out of 192UPUcountriesansweredhe survey(24%).

(2) 35DPOdaveproceduredn placefor preventingthe introductionof dangerougyoodsnot
permitted in air mail.

(3) 26 DPOscceptdangerougoodspermitted in accordancevith the ICAOT echnicalnstructions

(4) 25 CAAdavereviewedandapprovedthe proceduresof their DPO(s)o controlthe
Introductionof dangerougyoodsin air mail.

(5) 20 Countriegrequireincidents/occurrencesvolvingmail containingdangerousgyoodsin air
transportationto be reported.

6) 24 DPO<gurrently acceptlithium batteriescontainedin equipmentfor transportin international
mail. 22 DPOshavesoughtthe specificapprovalof the StateCAAbeforethe DPOcanintroducethe
acceptancef lithium batteries
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Wh at @ext

Q Increaseawarenes®f regulations

Q Reducethe numberof incidents/occurrencemvolvingmail containing

dangerougyoodsin air transportation

Q IncreasecollaborationbetweenCAAsaand DPOs

14
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AirMailandCargdsupplyChain:
L / ! RolidAviationSecurity

SonigHIFDIChiefof SectionAviationSecurityPolic( ASP)

InternationalCivilAviationOrganization

IATA-UPU-ICAO webinar
27 May2025
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InternationalCivilAviationOrganization

UNSpecializeddgency establishedy the
Chicaga@onvention(1944),now counts193
Member States:

A issuinglegalinstruments:conventionsprotocols,
resolutions standardsandrecommended
practicedSARP®ddressedo Statescontained
In 19 Annexego the ChicagaConvention(1944),

A auditing Statesand

A assistingthem in implementationof SARPs
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Annexes - Facilitation(1949)&
17 cAviation Security(1974)

offencesandcertainother
actscommittedonboard
aircrafts

suppressiorof unlawful seizure
of aircraft

suppressiorof unlawfulacts
againstthe safetyof civilaviation

suppl.ChicagaConvention(1944)
non-useof weaponsagainst civil
aircraftin flight

0

O

CONVENTIONS
AND
PROTOCOLS

O

suppl.Montreal Convention
(1971): actsof violenceat airports

O

@)

18

suppl.TokyoConvention(1963):offencesand
other actscommitted on boardaircraft

suppl.TheHagueConvention(1970):
suppressiorof unlawful seizureof aircrafts

suppressiorof unlawfulactsrelating
to internationalcivilaviation

unlawfulinterference
compensatiorof damages

markingof plasticexplosives
for purposeof detection
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Governancef Annex17

International
Conventions
and
|ICAQANNex17
CAviation
Security
requirements* —

international

~ Development

bestpractices

19

Developmentmaintenanceand Implementation

of internationalrequirements

2O,
N
ICAO

Guidance

Industry
Guidance

National
requirements

[[;

—

Individual
States

Measures
Implementation

.20

Airportandcargo
operators
(govermentalor
industryownership)

Qualitycontroland
Oversight

A
1o
Statesand
operators

* Thetransmissiorof advance
cargoinformationfor AVSEG
not an ICAQequirement
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Doc 10108 — Restricted

Aviation Security
Global Risk Context Statement

Third Edition, 2022

, _calC
Addendum to the Aviation Security Global Risk
Context Statement (Doc 10108 — Restricted)

INTERNATIONAL CIVI|j

Risksdentified:

> > > I I

Attacksusingcargoand mail consignments
Attacksat a distance especiallyin conflictzones
AttacksusingunmannedaircraftsystemqUAS)
Threatposedby insiders

Violent extremism, which may include politically
motivatedacts

Cyberattacks

Acts attributed to unrest and attacksin, or near,
conflictzones

Attacksat airport landsideareas
Communicatiorof falseinformation

Risksinderin-depthassessment

A Liquids Aerosolsand Gels(LAGS)
A Cargoand Mail
A Artificial Intelligence(Al)

20
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Improvisedncendiary/ExplosiMeeviceglIDs/IEDS)

Contexreminder
Incidents Point of contact Network Incidents
JU|y2024 3 October 2024 January 2025
Few parcels sent via express ICAO Messagdo raise ICAO informed of
services within Europe, awareness of all two incidents on
subsequently combusted and stakeholders and called on packages sent via
resulted in fires during transit. their heightened vigilance. maiI
Declaratlon to ICAO AVSE(PaneI groups AVSECP/36
12 September 2024 November/Deceml2024 7-11April2025
ICAO was notified of an AVSEC Panel meeting Risk assessment
Act of Unlawful Interference AVSECP WG meetings Principles to deal with 1IDs
by a European Member Work Programme

State.



[IDin cargoandmaill .

Whatcanbe done?

Trainrelevantpersonnelon suspiciousndicatorsin mailandcargo.
Coordinatewith aviationandpostalauthoritieson securesupply
chainmeasures.

Supportefforts to developglobalguidanceon [IDpreventionand
response.

Ensurenccurrenceandincidentreportingproceduresare
iImplemented.

Whatnext?

Furtherworkto developguidancematerial

Strengtheningf coordinationwith aviationsafety, UPUandWCO

Assessmenbf technologicakolutionsto further detect Dangerous
Goods

Promotionof principlesof internationalcooperationand
iInformation sharing




GlobalCompliancevith Air CargeandMail Standardg, Data2025
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OnGoingDevelopments

ICAGSecuritySurveyond h U Kgpriaded v i Aidithe SécdreSupplyChain(Annex17andon
Designatedperators

ICAGUPUJointStatement

DevelopmenofanICAQH LI dzA R WAV SE@anelexpertsfrom Statesandthe industry
ICACAviationSecurityManual(Doc8973- Restricted)}o be updated(CHP1®n CargocandMail)
Closecooperationwith IATAWCOandUPU
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Ensuring postal security I an
overview of UPU regulations
and training programmes

Presentation by Jacob Gholson
Operations and Safety Expert

UPU International Bureau




The Universal Postal Union
UPU sets the rules for International Mail Exchanges

Founded in
Berne United Nations

specialized 1 9 2

agency
Member

2 2 Countries

Member
Countries

1874 1948 2011

29



Leg 3 —Inbound & delivery operations (operator of destination)

Leg 1 — Collection & outbound operations (operator of origin) ‘} Leg 2 — International Transportation
’7 First Mile \‘ Last Mile l
International
Borders
I

|
Customs and Border Security

Customs and Border Security
;1- _,,

—e
International Air M ail International Mail . Distribution and Post Office-G
Unit Processing Centre (IMPE) / Sorting Centre I;Delwerv nr:pde} %

-@.
Lt )

Recipients

-

Distribution and International Mail Air Mail transport
. Office r:-f_-Ex:hange_(DE] - Destination -

Unit

Senders Post Qfﬁ ce-A i
. Sorting Centre Processing Centre (IMPC) /

{Cpllection node)
% : : Office of Exchange (OF) - Origin : : :

Inventory flow
g
-!
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{if transit OE)

Data flow

{If transit OE)

Diagram 1.0 — Generic postal supply chain inventory and data flows

Key: (based on scanning requirements for parcel)

- - Mandatory item event messages
- Optional item level messages

- - Mandatory receptacle / despatch messages
- - Optional receptade / despatch messages
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UPU Convention Manual

Article 8 1 Postal Security

1 Member countries and their designated operators shall observe the
security requirements defined in the UPU security standards and shall adopt
and implement a proactive security strategy at all levels of postal operations
to maintain and enhance the confidence of the general public in the postal
services provided by designated operators, in the interests of all officials
involvedé

2 Any security measures applied in the international postal transport
chain must be commensurate with the risks or threats that they seek to
address, and must be implemented without hampering worldwide mail flows
or trade by taking into consideration the specificities of the mail network.
Security measures that have a potential global impact on postal operations
must be implemented in an internationally coordinated and balanced manner,

with the involvement of the relevant stakeholders.



UPU Convention Manual I Article 19

Article 19-002

Controlling the introduction of dangerous goods

1  Each designated operator shall establish procedures and training programs
with a view to controlling the introduction of admissible dangerous goods into its

postal services, in compliance with national and international rules and regulations.

2 Each designated operator wishing to accept equipment containing admissible lithium cells or lithium batteries into international airmail may do
so, provided it has received specific prior approval in accordance with the ICAO Technical

Instructions. The International Bureau shall be notified when this approval has been granted to a designated operator.

3  Any designated operator can receive and deliver international airmail items whose contents include equipment containing admissible lithium
cells and lithium batteries without approval from its national civil aviation authority. However, the designated operator which accepts and sends
these items must have met the requirements set out under 2 and must take into consideration any prohibitions or operational requirements of the
country of destination and/or countries through which the items may transit.



</

s Benefits  of UPU Security Certification

Improved Safety and Trust
By adhering to the UPU's security standards, postal operators can significantly redu

the risk of transporting dangerous or illicit items.

Enhanced Operational Efficiency
The security standards promote streamlined procedures and clear guidelines for

handling and processing mail.

Reduced Incidents of Loss and Theft
Implementing robust security measures, such as those outlined in the S58 and S59

standards, helps prevent loss and theft of mail.



Security Certifications and Capacity Building Workshops

AUSTRALIA
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Regional Security Groups:

A Latin America Postal Security

Group
A Caribbean Security Team
A Pan African Postal Union Post
Security Action Group

aC!ertifica’[ion of DOs

Capacity
Building

Security
Standards

Tailored
Support

Individual support
to DOs



UPU & WEBSITE
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materials and stay up to date

@ Security x

C @ upuint/en/Postal-Solutions/Programmes-Services/Postal-Supply-Chain/Security#dangerous-goods 2 % 0O &

Technical
Solutions v

Postal Solutions Programmes & Services Postal Supply Chain Security

Security

Chairman'’s award
for postal security

Meeting documents
Dangerous goods
Training material

Prohibited items

Guidelines and
contingency
planning

Postal security
standards

Security
Certification
Reporting of

detained mail

pel Type here to search

Programmes & Capacity

Services v Building v COVID-19 v

The UPU recognizes that the safety and security of the postal sector as part of the global supply chain is
critical to supporting worldwide commerce and communication. To facilitate the development and
implementation of security standards and best practices among Posts, the UPU has established the
Postal Security Group (PSG).

Postal Security Group

Guided by the motto “Postal Security Makes Business Sense”, the Group, made up of security experts, is
charged with the development of global and regional security strategies to assist the world's Posts in
their security missions.

Through training initiatives, consultation missions and prevention programmes, the PSG strives to
protect the employees, customers and assets of Posts, and to safeguard mails from fraud, theft and
misuse.

Mission statement

To establish worldwide postal security, encourage and promote the creation of postal security services in
all UPU member countries, and to establish contact and collaborate with international organizations.
PSG priorities
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Practical Guidance
Materials

Dangerous Goods and
Lithium Batteries

Basic and Advanced
S58.S59 Certification

Transportation

Customs Operations

CERTIFICATION

PROCESS FOR UPU
SECURITY STANDARDS
$58 AND 559

English

Security certification advanced

Dawn Wilkes

fr a2

Dangerous Goods
Enhancement

Mail Theft

Road Safety
Misuse of the Postal
Supply Chain: lllicit
Goods (Synthetic

Opioids, Counterfeit
Pharmaceuticals)

Illicit Goods Mitigation Portal

Background

; [

Online Resource Library

\llicit Pharmaceutical Toolkit

Security Experts
Sharepoint/Expert
Teams

Toolkits



Narme Of Country/Territory Designated Postal Operator Date authorized by CAA | Date acceptance of mail
t0 accept equipment items comprised of
containing admissible | equipment containing
lithium cells or batteries = admissible lithium cells
into air mail or batteries began
- Hong Kong Hangkong Past
- Macao Macao Post
Colombia Servicios Postales Nacionales SA
Comoros Sociéte nationale des postes et des services
financiers (SNPSF)
Congo (Rep.) Sociéte des postes et de épargne du Congo
(SOPECO)
Costa Rica Correos de Costa Rica SA
Céte d'ivaire [Rep.) La Poste de Cate d'ivoire
Croatia Croatian Post Inc. 8 April 2015 1 May 2015

.

Hi
ii,
LS

A ™ Y
XYL ) o7
{ =T 2
7 L8 oigds 7

» Abecoepheig e, sl 1 5 ega ool g

ECLB Certified DO&
CaaApprovalForLithiumBatteri

esWithProhibitedListFebruary

2025 pdf

Dangerous Goods
Keep Me Safe Campaign

https://youtu.be/u2 aOpg
2EQOs

Reporting of Dangerous
Goods via UPU
spreadsheet or external
stakeholders format

security@upu.int



https://www.upu.int/UPU/media/upu/files/postalSolutions/programmesAndServices/postalSupplyChain/Security/CaaApprovalForLithiumBatteriesWithProhibitedListFebruary2025.pdf
https://youtu.be/u2_a0pg2E0s
mailto:security@upu.int
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LEARN MORE

a UPU_UN universalpostalunion
ul universalpostalunion UPU_UN

'.' universal_postal_union

m Universal Postal Union

www.upu.int



Introduction

Airmail Security:
Recent updates from IATA ‘

' B, /

o o
SR 2 ,-A LS ) e
NL T-'V 2 n

Nick Lawrencdaylor
Senior Manager Cargo Security
International Air Transport Association (IATA)

44 IATAC Airmalil Security



Improvised Incendiary Device Incidents

1 July 2024: Three parcels caught fire at European depots
1 Devices were designed to caus@mageanddisruption
1 Biggest event impacting air cargo Sirg#. 0

1 The devices were designed to circumvent existing security

controls, revealing aulnerability in the system
1 Mail systemmay have been preferred means of carriage

1 Additional incidents reported in January 2025

1 Recent arrests in Poland and Germany

DY
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Mail and IIDs: The Challenge for Industry

Unidentified senders: Mail sent from unattended mailboxes
Screening Methods: -bay not used by all DOs

Mail Receptacles:
1 No piece level screening
1 Operators not permitted to open mail receptacles (for alarm
resolution/additional screening)
1 Mail bag density: Difficult to interpretpay image/separate
goods
1 No ability to open mail or RTS

; Weightbased segregation
1 Disregard of existing UPU Conventio®8S59

LD

E_#%_E
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The Solution

1 Predecisional consultation and harmonization!
o The vulnerability is global!

1 Adherence with existing international framework

1 Feb 2025: IATA Released IID Guidance
o Applies equally to cargo and mail

1 April 2025: 11D WorkshopDubai
o0 Revise IID guidance
o Ensure international/coordinated approach
o Targeted Regulator outreach

47 IATAC Airmalil Security

Guidance Material
The Threat of Improvised Incendiary Devices to Aviation
Version 1.0—-10 February 2025

Letter Post and Parcelgppropriate Authorities
should work with Designated Operators (Postal
Service) to apply appropriate enhanced security
measures and protocols, commensurate with the IID
threat, to letter post and parcels at the point of
acceptance.

LD

IATA



CSD Workshop 1T Madrid

A Continue the ongoing CSBZSDeform initiative

A Purpose: Address ongoing adoption and implementation

Issues
A Agreed Priorities:
A Modernize and digitize

A Applicable to cargo and mail

A Universal adoption

A Objective: A17 4.6.8 and airline data

DY

E_‘“’_s
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Thank you!

Questions?

Nick Lawrencdaylor

Senior Manager Cargo Security

International Air Transport Association (IATA)
lawrencetn@iata.org
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Law Enforcement Training to Reduce Risks Relating to Hazardous Goods



