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SoniaHIFDI,Chiefof Section,AviationSecurityPolicy(ASP) 
VirgilioALEGRIA,TechnicalOfficer,CargoSafetySection(CSS)

InternationalCivilAviationOrganization

IATA-UPU-ICAO webinar
27May2025

AirMailandCargoSupplyChain:
L/!hΩǎRoleinAviationSecurityandSafety
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DangerousGoodsin AirMail

Virgilio Alegría

Technical Officer, 

Cargo Safety 

ICAO

AirMailandCargoSupplyChain:
L/!hΩǎRoleinAviationSafety



4

QICAOregulationsgoverningpostalsafetyandDGs

QTheneedfor DPOsto receiveapprovalfrom their respectiveCAAsfor 
ECLBcarriage

QVariationsin DPOapprovalproceduresacrossdifferent states(general
guidanceto beprovided)

QBuildingrelationshipsbetweenDPOsandCAAs

QResultsandstatisticsfrom the safetysurvey

QWhatΩs next (currentchallengesand ongoinginitiatives)
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TheInternational CivilAviation Organization(ICAO)is
a UN specializedagency,created in 1944 upon the
signing of the Convention on International Civil
Aviation (ChicagoConvention)by 52 States(currently
193).

ICAO and its RoleSAFETY

SECURITY

AIRNAVIGATION
CAPACITYAND

EFFICIENCY

ECONOMIC
DEVELOPMENT

ENVIRONMENTAL
PROTECTION



6NineteenAnnexesto theConventiononInternationalCivilAviation

ÁAnnex1τPersonnelLicensing

ÁAnnex2τRulesof the Air

ÁAnnex3τMeteorological Servicefor International Air
Navigation

ÁAnnex4τAeronauticalCharts

ÁAnnex5τUnitsof Measurementto beUsedin Air and 
GroundOperations

ÁAnnex6τOperationof Aircraft

ÁAnnex7τAircraft Nationality and RegistrationMarks

ÁAnnex8τAirworthinessof Aircraft

ÁAnnex9τFacilitation

ÁAnnex10τAeronauticalTelecommunications

ÁAnnex11τAir TrafficServices

ÁAnnex12τSearchandRescue

ÁAnnex13τAircraft Accidentand IncidentInvestigation

ÁAnnex14τAerodromes

ÁAnnex15τAeronauticalInformation Services

ÁAnnex16τEnvironmentalProtection

ÁAnnex17τAviationSecurity

ÁAnnex18τTheSafeTransportof DangerousGoodsby Air

ÁAnnex19τSafetyManagement



7Annex18
TheSafeTransportof 

DangerousGoodsbyAir

TechnicalInstructions 
for theSafeTransportof 
DangerousGoodsbyAir
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10.2Approvalof trainingprogrammes

11.4Dangerousgoodsbymail

Annex18
TheSafeTransportof DangerousGoodsbyAir
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Anamendmentto Annex18is 

currentlybeingdeveloped,which 

will includeanewchapteron the 

transportof dangerousgoodsby 

post(Chapter8).

Amendmentof Annex18
TheSafeTransportof DangerousGoodsbyAir



10Transportof DangerousGoodsByPost



11Supplementto theTechnicalInstructions

Guidancefor States:

ÅLimitationof dangerousgoodson aircraft

ÅTransportof dangerousgoodsbypost

ÅApprovalsandexemptionsrelatedto the 
transportof lithium batteriesascargo

ÅTrainingfor personnelinvolvedin the 
managementof the transportof 
dangerousgoodsbyair
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ICAO- NationalAuthorities for DangerousGoodsTransportby Air

https://www.icao.int/safety/DangerousGoods/Pages/Dangerous-Goods-National-Authority.aspx

BuildingrelationshipsbetweenDPOsandCAAs

https://www.icao.int/safety/DangerousGoods/Pages/Dangerous-Goods-National-Authority.aspx
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Surveyfor CAAsgrantingspecificapprovalfor DPOsacceptingECLBin 
mail for international air transportation

(1)46out of 192UPUcountriesansweredthe survey(24%).

(2)35DPOshaveproceduresin placefor preventingthe introductionof dangerousgoodsnot 
permitted in air mail.

(3)26DPOsacceptdangerousgoodspermitted in accordancewith the ICAOTechnicalInstructions

(4)25CAAshavereviewedandapprovedthe proceduresof their DPO(s)to control the 
introductionof dangerousgoodsin air mail.

(5)20Countriesrequireincidents/occurrencesinvolvingmailcontainingdangerousgoodsin air
transportation to bereported.

6) 24DPOscurrentlyacceptlithium batteriescontainedin equipmentfor transport in international
mail. 22DPOshavesoughtthe specificapprovalof the StateCAAbeforethe DPOcanintroducethe
acceptanceof lithium batteries.
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Whatôsnext

Q Increaseawarenessof regulations

QReducethe numberof incidents/occurrencesinvolvingmailcontaining 

dangerousgoodsin air transportation

Q IncreasecollaborationbetweenCAAsandDPOs
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SoniaHIFDI,Chiefof Section,AviationSecurityPolicy(ASP)

InternationalCivilAviationOrganization

IATA-UPU-ICAO webinar
27May2025

AirMailandCargoSupplyChain:
L/!hΩǎRoleinAviationSecurity



16

InternationalCivilAviationOrganization

UNSpecializedAgency,establishedby the 
Chicagoconvention(1944),nowcounts193 
MemberStates:

Áissuinglegalinstruments:conventions,protocols, 
resolutions,standardsandrecommended 
practices(SARPs)addressedto Statescontained 
in 19Annexesto the ChicagoConvention(1944),

ÁauditingStates,and

Áassistingthem in implementationof SARPs
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ChicagoConvention(1944)

Annexes9 - Facilitation(1949)&
17ςAviation Security(1974)

TokyoConvention(1963) 
offencesandcertainother 
actscommittedonboard 
aircrafts

TheHagueConvention(1970) 
suppressionof unlawfulseizure
of aircraft

Montreal Convention(1971)

suppressionof unlawfulacts 
againstthe safetyof civilaviation

Montreal Protocol(1984)

suppl.ChicagoConvention(1944) 
non-useof weaponsagainst civil 
aircraft in flight

Montreal Protocol(1988)

suppl.MontrealConvention 
(1971): actsof violenceat airports

Montreal Convention(1991)

markingof plasticexplosives
for purposeof detection

BeijingConvention (2010)

suppressionof unlawfulactsrelating 
to internationalcivilaviation

Montreal Convention(2009)

unlawfulinterference 
compensationof damages

Montreal Protocol(2014)
suppl.TokyoConvention(1963):offencesand 
other actscommittedonboardaircraft

BeijingProtocol(2010)
suppl.TheHagueConvention(1970): 
suppressionof unlawfulseizureof aircraftsICAO

CONVENTIONS 
AND 

PROTOCOLS
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Airport andcargo 
operators 

(govermentalor 
industryownership)

ICAO
Guidance

Industry 
Guidance

Individual 
States

Measures 
Implementation

Development,maintenanceandImplementation 
of internationalrequirements

Governanceof Annex17

International 
Conventions 

and
ICAOAnnex17 
ςAviation 
Security 

requirements*

National 
requirements

Development
international
bestpractices

Qualitycontroland 
Oversight

Statesand 
operators

* Thetransmissionof advance
cargoinformationfor AVSECis
not an ICAOrequirement.
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Á Attacksusingcargoandmail consignments
Á Attacksat adistance,especiallyin conflictzones
Á Attacksusingunmannedaircraftsystems(UAS)
Á Threatposedby insiders
Á Violent extremism, which may include politically

motivatedacts
Á Cyber-attacks
Á Acts attributed to unrest and attacks in, or near, 

conflictzones
Á Attacksat airport landsideareas
Á Communicationof falseinformation

Risksidentified:

Á Liquids,AerosolsandGels(LAGs)
Á CargoandMail
Á Artificial Intelligence(AI)

Risksunderin-depthassessment:
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Declaration to ICAO

12 September 2024

ICAO was notified of an 

Act of Unlawful Interference

by a European Member 

State.

Incidents
July2024

Few parcels sent via express 

services within Europe, 

subsequently combusted and 

resulted in fires during transit.

Point of contact Network
3 October 2024

ICAO Messageto raise

awareness of all 

stakeholders and called on 

their heightened vigilance.

AVSECPanel groups
November/December2024

AVSEC Panel meeting 

AVSECP WG meetings

AVSECP/36

7-11April2025

Risk assessment 

Principles to deal with IIDs 

Work Programme

ImprovisedIncendiary/ExplosiveDevices(IIDs/IEDs)ς
Contextreminder

Incidents
January 2025 

ICAO informed of 

two incidents on 

packages sent via

mail
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Whatcanbedone?

Á Trainrelevantpersonnelon suspiciousindicatorsin mailandcargo.
Á Coordinatewith aviationandpostalauthoritiesonsecuresupply 

chainmeasures.
Á Supportefforts to developglobalguidanceon IIDpreventionand 

response.
Á Ensureoccurrenceandincidentreportingproceduresare

implemented.

Whatnext?

Á Furtherwork to developguidancematerial

Á Strengtheningof coordinationwith aviationsafety,UPUandWCO

Á Assessmentof technologicalsolutionsto further detectDangerous
Goods

Á Promotionof principlesof internationalcooperationand 
informationsharing

IIDincargoandmail
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NACC
9%

SAM
23%
SAM
52%

MID71%

ESAF
36%

APAC
32%

EUR/NAT
82%

GlobalCompliancewith AirCargoandMailStandardsςData2025

APAC 

55%

MID 
82%

ESAF
63%

WACAF 
60%

NACC 
35%

EUR/NAT 
73%

Major progressbut still someworkahead!
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On-GoingDevelopments

Ç ICAOSecuritySurveyonάhǘƘŜǊApproved9ƴǘƛǘƛŜǎέin the SecureSupplyChain(Annex17)andon
DesignatedOperators

Ç ICAO-UPUJointStatement

Ç Developmentof anICAOάLL5DǳƛŘŀƴŎŜέwith AVSECPanelexpertsfrom Statesandthe industry

Ç ICAOAviationSecurityManual(Doc8973- Restricted)to beupdated(CHP13on CargoandMail)

Ç Closecooperationwith IATA,WCOandUPU



ThankYou



Ensuring postal security ïan 
overview of UPU regulations 

and training programmes

Presentation by Jacob Gholson

Operations and Safety Expert

UPU International Bureau



The Universal Postal Union

29

22
Member

Countries

1874 1948

United Nations 
specialized 

agency

Founded in 
Berne

192
Member

Countries

2011

UPU sets the rules for International Mail Exchanges



Postal Supply Chain



Collaboration is key



UPU Convention Manual
Article 8 ïPostal Security

1 Member countries and their designated operators shall observe the

security requirements defined in the UPU security standards and shall adopt

and implement a proactive security strategy at all levels of postal operations

to maintain and enhance the confidence of the general public in the postal

services provided by designated operators, in the interests of all officials

involvedé

2 Any security measures applied in the international postal transport 

chain must be commensurate with the risks or threats that they seek to 

address, and must be implemented without hampering worldwide mail flows 

or trade by taking into consideration the specificities of the mail network. 

Security measures that have a potential global impact on postal operations 

must be implemented in an internationally coordinated and balanced manner, 

with the involvement of the relevant stakeholders.



UPU Convention Manual ïArticle 19

Article 19-002

Controlling the introduction of dangerous goods 

1      Each designated operator shall establish procedures and training programs 

with a view to controlling the introduction of admissible dangerous goods into its 

postal services, in compliance with national and international rules and regulations.

2      Each designated operator wishing to accept equipment containing admissible lithium cells or lithium batteries into international airmail may do 

so, provided  it has received specific prior approval in accordance with the ICAO Technical 

Instructions. The International Bureau shall be notified when this approval has been  granted to a designated operator. 

3      Any designated operator can receive and deliver international airmail items  whose contents include equipment containing admissible lithium 

cells and lithium  batteries without approval from its national civil aviation authority. However, the  designated operator which accepts and sends 

these items must have met the requirements set out under 2 and must take into consideration any prohibitions or operational requirements of the 

country of destination and/or countries through which the items may transit.



US Tied Funds 
Outcomes

Improved Safety and Trust:
By adhering to the UPU's security standards, postal operators can significantly reduce 
the risk of transporting dangerous or illicit items.

Enhanced Operational Efficiency:
The security standards promote streamlined procedures and clear guidelines for 
handling and processing mail.

Reduced Incidents of Loss and Theft:
Implementing robust security measures, such as those outlined in the S58 and S59 
standards, helps prevent loss and theft of mail.

Benefits of UPU Security Certification



Security Certifications and Capacity Building Workshops



7 Regional Postal Security Managers from 7 Countries ςNovember 2021 to November 2024
25 Process Review Consultants from 21 Countries  - May 2023 to December 2025

PROCESS REVIEW CONSULTANTS
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UPU ïINCB GRIDS |FIELD COORDINATION



Capacity 
Building

Individual support 
to DOs

Security 
Standards

Certification of DOs

Tailored 
Support

Regional Security Groups:

ÅLatin America Postal Security 
Group
ÅCaribbean Security Team
ÅPan African Postal Union Postal 

Security Action Group



UPUôS WEBSITE

ü ¢ƘŜ ¦t¦Ωǎ ǿŜōǎƛǘŜ ƛǎ ŀ ƎǊŜŀǘ ǘƻƻƭ ŦƻǊ 5hǎ ŀƴŘ t{Dǎ ǘƻ ƎŀǘƘŜǊ ƛƴŦƻǊƳŀǘƛƻƴΣ 
materials and stay up to date



Training and Resources

Practical Guidance 

Materials

Dangerous Goods and 

Lithium Batteries

Basic and Advanced 

S58.S59 Certification

Transportation

Customs Operations

Dangerous Goods 

Enhancement

Mail Theft

Road Safety

Misuse of the Postal 

Supply Chain:  Illicit 

Goods (Synthetic 

Opioids, Counterfeit 

Pharmaceuticals) 

Online Resource Library Security Experts 

Sharepoint/Expert 

Teams

Toolkits



Tracking and Reporting Methodology

ECLB Certified DOôs

CaaApprovalForLithiumBatteri
esWithProhibitedListFebruary
2025.pdf

Dangerous Goods 

Keep Me Safe Campaign

https://youtu.be/u2_a0pg

2E0s

Reporting of Dangerous 

Goods via UPU 

spreadsheet or external 

stakeholders format

security@upu.int

https://www.upu.int/UPU/media/upu/files/postalSolutions/programmesAndServices/postalSupplyChain/Security/CaaApprovalForLithiumBatteriesWithProhibitedListFebruary2025.pdf
https://youtu.be/u2_a0pg2E0s
mailto:security@upu.int


Technological Tools - DGST





Introduction

Airmail Security:  
Recent updates from IATA

IATA ςAirmail Security44

Nick Lawrence-Taylor
Senior Manager Cargo Security
International Air Transport Association (IATA)



Improvised Incendiary Device Incidents

IATA ςAirmail Security45

¶ July 2024:  Three parcels caught fire at European depots

¶ Devices were designed to cause damageand disruption

¶ Biggest event impacting air cargo since 2010

¶ The devices were designed to circumvent existing security 

controls, revealing a vulnerability in the system   

¶ Mail system may have been preferred means of carriage 

¶ Additional incidents reported in January 2025

¶ Recent arrests in Poland and Germany 



Mail and IIDs:  The Challenge for Industry

IATA ςAirmail Security46

¶ Unidentified senders:  Mail sent from unattended mailboxes

¶ Screening Methods:  X-ray not used by all DOs

¶ Mail Receptacles:  
¶ No piece level screening   
¶ Operators not permitted to open mail receptacles (for alarm 

resolution/additional screening)
¶ Mail bag density:  Difficult to interpret x-ray image/separate 

goods
¶ No ability to open mail or RTS

¶ Weight-based segregation

¶ Disregard of existing UPU Convention/S58/S59



The Solution

IATA ςAirmail Security47

¶ Pre-decisional consultation and harmonization!      
o The vulnerability is global! 

¶ Adherence with existing international framework

¶ Feb 2025:  IATA Released IID Guidance
o Applies equally to cargo and mail 

¶ April 2025:  IID Workshop ςDubai
o Revise IID guidance
o Ensure international/coordinated approach
o Targeted Regulator outreach

Letter Post and Parcels:Appropriate Authorities 
should work with Designated Operators (Postal 
Service) to apply appropriate enhanced security 
measures and protocols, commensurate with the IID 
threat, to letter post and parcels at the point of 
acceptance.



CSD Workshop ïMadrid 

IATA ςAirmail Security48

Å Continue the ongoing CSD/eCSDreform initiative

Å Purpose: Address ongoing adoption and implementation 

issues

Å Agreed Priorities:

Å Modernize and digitize

Å Applicable to cargo and mail

Å Universal adoption

Å Objective:  A17 4.6.8 and airline data 



Thank you!

IATA ςAirmail Security49

Questions?

Nick Lawrence-Taylor
Senior Manager Cargo Security
International Air Transport Association (IATA)
lawrencetn@iata.org



2025 INTERPOL and UL Standards & Engagement. All rights reserved.
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Law Enforcement Training to Reduce Risks Relating to Hazardous Goods


